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NOTICE

DOORKING INC. reserves the right to make changes in the product described in this manual at any time
and without notice or obligation of DoorKing Inc. to notify any persons of any such revisions or changes.
Additionally, DoorKing Inc. makes no representations or warranties with respect to this manual. This
manual is copyrighted, all rights reserved. No portion of this manual may be copied, reproduced,
translated, or reduced to any electronic medium without prior written consent from DoorKing Inc.

Companies, apartment complexes, names, and data used in the examples in this manual are fictitious unless
otherwise noted.

END-USER LICENSE AGREEMENT FOR DOORKING SOFTWARE

IMPORTANT — READ CAREFULLY: This DoorKing End-User License Agreement (EULA) is a legal
agreement between you (either an individual or entity) and DoorKing, Inc. for DoorKing software products
which includes computer software programs and may include associated media, printed materials or other
electronic documentation (SOFTWARE PRODUCT). By installing, copying, or otherwise using the
SOFTWARE PRODUCT, you agree to be bound by the terms of this EULA. If you do not agree to the terms
of this EULA, do not install or use the SOFTWARE PRODUCT.

SOFTWARE PRODUCT LICENSE

e The SOFTWARE PRODUCT is protected by copyright laws and international copyright treaties, as well as
other intellectual property laws and treaties. The SOFTWARE PRODUCT is licensed, not sold.

e  DOORKING, Inc. licenses the DoorKing SOFTWARE PRODUCT for your use only. You assume all
responsibility for the installation, operation and results. You may create copies of the SOFTWARE
PROGRAM. You may not copy the printed materials or other electronic documentation accompanying the
SOFTWARE PRODUCT.

e  You may not reverse engineer, disassemble or decompile the SOFTWARE PRODUCT nor copy its features
or methods of operation for use in any other program. You recognize that DoorKing’s source code, data,
features and methods of operation are trade secrets belonging to DoorKing.

e You may permanently transfer all of your rights under this EULA, provided you retain no copies, you transfer
all of the SOFTWARE PRODUCT (including the media and printed materials) and the recipient agrees to the
terms of this EULA.

e  Without prejudice to any other rights, DoorKing may terminate this EULA if you fail to comply with the terms
and conditions of this EULA. In such event, you must destroy all copies of the SOFTWARE PRODUCT and
all of its component parts.

LIMITED WARRANTY

DOORKING, INC. warrants that the SOFTWARE PRODUCT will perform substantially in accordance with the accompanying written materials
for a period of ninety (90) days from the date of receipt.

DOORKING, INC. warrants the diskettes on which on which the software is recorded to be free from defects in materials and faulty
workmanship under normal use for a period of ninety (90) days after the date of the original purchase. If during this 90-day period a defect
in the diskette should occur, the diskette may be returned for replacement without charge through your authorized DoorKing dealer. Your
sole remedy in the event of a defect in a diskette is limited to replacement of the diskette as provided above. This remedy is your exclusive
remedy for breach of this warranty. It gives you certain rights and you may have other rights which vary from state to state.

EXCEPT FOR THE EXPRESS WARRANTY ABOVE, THE DOORKING REMOTE ACCOUNT MANAGER (PRODUCT) IS
PROVIDED ON AN "AS IS" BASIS, WITHOUT ANY OTHER WARRANTIES, OR CONDITIONS, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO WARRANTIES OF MERCHANTABLE QUALITY, MERCHANTABILITY OR FITNESS FOR
A PARTICULAR PURPOSE, OR THOSE ARISING BY LAW, STATUTE, USAGE OF TRADE OR COURSE OF DEALING. THE
ENTIRE RISK AS TO THE RESULTS AND PERFORMANCE OF THE PRODUCT IS ASSUMED BY YOU. NEITHER WE NOR OUR
DEALERS OR DISTRIBUTORS SHALL HAVE ANY LIABILITY TO YOU OR ANY OTHER PERSON OR ENTITY FOR ANY
INDIRECT, INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGES WHATSOEVER, INCLUDING BUT NOT LIMITED TO
LOSS OF REVENUE OR PROFIT, LOST OR DAMAGED DATA OR OTHER COMMERCIAL OR ECONOMIC LOSS, EVEN IF WE
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR THEY ARE FORESEEABLE; OR FOR CLAIMS BY A
THIRD PARTY. OUR MAXIMUM AGGREGATE LIABILITY TO YOU, AND THAT OF OUR DEALERS AND DISTRIBUTORS
SHALL NOT EXCEED THE AMOUNT PAID BY YOU FOR THE PRODUCT. THE LIMITATIONS IN THIS SECTION SHALL APPLY
WHETHER OR NOT THE ALLEGED BREACH OR DEFAULT IS A BREACH OF A FUNDAMENTAL CONDITION OR TERM, OR
A FUNDAMENTAL BREACH. SOME STATES / COUNTRIES DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY
FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES SO THE ABOVE LIMITATIONS MAY NOT APPLY TO YOU.
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SECTION 1 - INTRODUCTION

The DoorKing Remote Account Manager for Windows Version 6.5 is a powerful, flexible and easy to use
computer program that allows you to manage access control in a variety of controlled access applications
including apartment complexes, gated communities, apartment and condominium buildings, college resident
halls, office buildings, factories, industrial sites, etc. Use this program with the DKS models 1833, 1834, 1835
and 1837 Telephone Entry and Access Control Systems, and with the model 1838 Multi Door Card Access
System.

This software program will allow you to program and manage up to 9,999 different 1833, 1834, 1835, 1837 or
1838 systems (called accounts), each with up to 48 different controlled access points (using Tracker expansion
boards), each using a variety of control technologies (Card, RFID, PIN, etc.) for up to 3000 individuals, and can
accommodate up to 8000 unique device (Card, RFID, PIN) codes. You can also manage guest and resident
elevator usage for each account for up to eight (8) elevators serving up to 64 floors each for those applications
where elevator control is a necessity. NOTE: The 1834 does not have card, security level, anti-pass back or
elevator control capability, and cannot be interfaced with Tracker expansion boards.

IMPORTANT! Prior to creating a new account, you will be prompted to choose the "series" number of the
circuit board in the entry system that you are going to program. This software program and user manual can
only be used with 40E and 30 series circuit boards.

The information in this manual describes the use of the DoorKing Remote Account Manager for Windows,
version 6.5 only. For information relating to the installation of the telephone entry or access control systems,
refer to the respective installation and maintenance manual shipped with the system. For information relating
to the Tracker™ expansion boards, refer to the separate manual for these boards. For information about the
elevator control board, refer to the Elevator Control Installation manual.

DKS Cloud Programming: Another option for programming will be to utilize the DKS Cloud program. The
Cloud database is accessed through a web-browser. This can be accessed by any internet connected device and
by multiple people. Data is sent to the DoorKing entry system through one of the DoorKing online services
available:

e DKS Cellular

e DKS VolP, Voice and Data plan
e DKS Data over IP

e DKSIM Server-Modem

1.1 Installing the Software

Here are the minimum requirements needed to install and use the DoorKing Remote Account Manager for
Windows.

e A PCrunning Windows 10, Windows 8, Windows 7 or Windows Vista (Windows XP and Windows 11 are not
supported).

° DoorKing Remote Account Manager Software (This software program is not designed to operate in a network
environment).
Download: http://www.doorking.com/telephone/software

e Aninternet connection at the PC.
e AnRS-232 port or USB to Serial Adapter (for direct wired connections).

e  Avoice/data modem installed in the PC plus a POTS (Plain Old Telephone Service) line if using this method to
send and receive data to the access system. The access system will also require a POTS line.
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We cannot guarantee that computers with an internal or external modem will communicate with the 1833,
1834, 1835, 1837 and 1838 systems because of ongoing changes to the Public Switch Telephone Network
(PSTN). We suggest that you use one of the other connection options available to connect with the access
system.

e DKS Cellular: Provides voice and programming via AT&T 4G LTE cellular network (monthly fees apply)
e  DKS Voice & Data over IP: Plug & Play internet programming and VolP (subscription fees apply)
e Network: Internet programming, user supplied VolP. Requires manual setup

e RS 232: Programming only, direct connection from PC to system, Plain Old Telephone Service (POTS) required for
voice

. IM Server Modem?: Provides internet programming only, POTS line required (subscription fees apply)

e  Modem to Modem?: POTS for programming (modem) and voice
1. DoorKing does not guarantee IM Server modem or modem to modem service. Modems are considered to be obsolete
technology and are becoming unreliable as telephone service providers update their systems and infrastructure.

1.1.1 Download from Internet Site
http://www.doorking.com/telephone/software

1. Double click DKSETUP.EXE (from your Downloaded Program Files Folder)
2. Follow the on-screen instructions.

1.1.2 File Information

When you installed the DoorKing Remote Account Manager, the software automatically created a folder
(directory) named DoorKing in the Program Files folder. Each account that you establish creates a sub-folder
in the DoorKing Account Manager folder starting with ACCT0000. The respective account files are then stored
under the account sub-folder.

Windows Vista / Windows 7 / Windows 8 / Windows 10

/7 C: /7 C:
L@ USERS L@ PROGRAM FILES
L@ PUBLIC L@DOORKING

L [/~7PUBLIC DOCUMENTS L@ 323222‘5 ACCOUNT
L@DOORKING |
L@ DOORKING ACCOUNT
|

DoorKing32.exe

MANAGER
[/~7 ACCT0000
\

@ ACCTO0001 Data Files
\

[/ ~7 ACCT0002
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1.1.3 Software Registration with a Registration

When you first open the Remote Account Manager software, you will receive a prompt to register the

software.

Already Registered

If you already have a registration
from an earlier version of the
Account Manager software, you do
not need to create another. Use
“Click here to associate this software
with your existing registration” to
continue.

(If you have never registered any
software, go to section 1.1.4.)

Login
Enter your existing username and

password and click “Associate this
Registration.”

1835-066-AA-3-26
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Software Registration Support

Welcome to DoorKing Account Manager!

Registration brings to you many benefits, including access to the IM
Server for easy remote programming through the internet, as well as
important software and product update notifications.

If you have already registered on the IM Server, you can associate this
software with that registration. Click here to associate this software
with vour existing reqistration.

If you have not yet registered on the IM Server, you can do so now -
it's free and easy. Would you like to register this software now?

Yes, register now Mo, remind me later

If this PC has no Internet access, click here.

~

r

Software Registration Support

Associate with Existing Registration.

To associate this software with your existing registration, please enter
your IM Server login User ID and password.

User ID: |

Password: |

| Associate this registration Remind me later

Forgot your password? click here.

Page 9



1.1.4 New Registration

To register the software, we highly recommend that your PC has an internet connection. This will greatly

simplify the registration process.

Internet Connection

If the PC does have an internet connection
(recommended), click the “Yes, register now”
button to create a new registration.

If the PC does not have an internet
connection, you can click “this PC has no
internet connection” to continue.

Page 10

Software Registration Support

Welcome to DoorKing Account Manager!

Registration brings to you many benefits, including access to the IM
Server for easy remote programming through the internet, as well as
important software and product update notifications.

If you have already registered on the IM Server, you can associate this
software with that registration. Click here to associate this software
with vour existing reqistration.

If you have not yet registered on the IM Server, you can do so now -
it's free and easy. Would you like to register this software now?

:I Yes, register now | No, remind me later

If this PC has no Internet access, click here.

AN

Software Registration Support \

-

Create a New Registration.

v choosing a registration User ID and Password. These will be
&d for logging into your Registration Profile management area by
browser, and will also be used for logging into the IM Server for
programming over the Internet.

. Letters, numbers or (. 1@#
User ID: | %8 1) ¢ §

: Letters, numbers or (./{@#3
Password: e
Repeat ,—
Password: Same as above.

| Continue in browser | Cancel |

A
Software Registration Support /I/

Software Registration C

If this PC does not have Internet access, you can register on the DK
IM Server from another machine by browsing to:

dksdb.dksoftware.com

Once registered, you can login to retrieve a short Registration Code
from your Profile page, and enter it below.

User ID: |

Password:

Registration Code: |

Submit Code | Remind me later

1835-066-AA-3-26



Once a user ID and password are created, your web browser will open to the DKS Registration page.
Select IM / DKS VolIP if you are going to use IM Server Modem, IM Server VolP or to program existing systems
including via direct modem.

e IM Server VolP requires the 1830-186 TCP/IP Converter Kit to be installed at the entry system for the
data connection (programming). If the voice connection will be via the DKS VolP service, the 1815-568
VolIP adapter is required for the voice connection.

e  Continue at section 1.1.5 in this manual.

Select DKS Cellular if you are going to use DKS Cellular service for voice and/or data communication to the
entry system. Using DKS Cellular requires a cellular module be installed at the entry system.

. 1800-080 Cellular Module (Voice + Data) for 1833, 1834, 1835, 1837 and 1838 systems.
e  1800-081 Cellular Module (Voice + Data) for 1802AP, 1808AP, 1810AP, 1812AP and 1838AP systems.
e  1801-080 Cellular Module (Voice only) for 1802, 1802-EPD, 1803, 1808, 1810, 1812 and 1812P systems.

e  Continue at section 1.1.6 in this manual.

1835-066-AA-3-26

Register your DoorKing Account

service.

can log in here.

live chat mac

DOORKING

Manager software to receive update
notifications and other benefits, and

Various types of registration are available through this site.

sl button below to register for an IM Server Modem subscription, an IM Server VolP
subscription, or as a person who only programs existing systems, including via direct modem.

To register for voice and data plans using our DKS Cellular devices, click the button below.

IM / DKS VolP DKS Cellular
If you have already registered, you

to enable Internet programming via Click the [[IIIERS
the IM Server or the DKS Cellular

DKS Registration

Choose this option to activate any of the following

registrations:

DKS VolP: Utilize the DKS Voice-Over-IP
telephone senvice, and program your entry
systems using our Plug & Play” networking.

M

tels

syst
Orif

* Voice and Data Service
For 1830 Series entry systems.

« Voice Only Service
For all DoorKing entry systems

DKS Data ove{IP: Plug & Play Internet

prdgramming.

I Data over I} Service (formerly IM Server

Client).

830 Spries entry systems with an

efisting phone line.

Program your entry systems
rofn your PC using the existing
orfnected to the entry system.

 hose programming entry
have an active subscription.
ofr entry system using a direct
jour own PC modem.

Choose this option to activate your DKS Cellular
plans for DoorKing Cellular compatible entry
systems. The following Service Types are
available:

* Voice and Data Service.
« Data Only Service.

« Voice Only Service.

Go to Section 1.1.5

Go to Section 1.1.6
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1.1.5

DKS Software Registration / Entry System Registration

Follow the on-screen instructions and enter the information in the spaces provided.

Once you have entered the
information in the required
fields (those marked with an
asterisk), click the Register
button at the bottom of the
page.

The software registration
screen will prompt you to
select the option that best
describes what you want to do.
Make your selection, then click
“Continue”.

If you selected option 1(using
DKS services for your entry
system), you will then be
directed to activate the entry
system in the DKS Server.

If you select option 2, the
registration of the

software is complete. Be sure
to read the terms and
conditions and click the check
box.

Page 12
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DOORKING

DKS Software Registration

Register your DoorKing Account
Manager software to receive update
notifications and other benefits, and
to enable Internet programming via
the DK IM Server.

Items marked with * are required

First Name: * | Organization:
This is step 1 of 2:
Ay Middle: Address 1: *
1. Registration.
2. Internet programming setup Last Name: * Address 2:
(optional).
Email Address: * City: *
gg::u havs already registerad, Jog in Repeat Email Address: * State: *
Choose a User ID: * - o
Live Chat At least 4 characters Zp Code:
offline Choose a Password: * .
Repeat Password: * Fax

Same as above.

live chat mac

View our Privacy Policy (in a new window).

DOORKING

Software Registration

hf:age:dm 25 Please select one of the following three options (you can change this selection later by logging inte your Profile page).
s
[ ricktest]
®) | want to program my Entry Systems over the Internet using the IM Server Modem, DKS VolIP Voice + Data or DKS

Decide whether you'll be using Data over IP services, or to to use DKS VolP Voice-Only service.

Internet Programming.

This finishes step1 of2: Choase this option to setup and activate any IM or DKS subscriptions for use with your Entry Systems

VolIP Vi ) Ve
1. Registration. * DKS VolP Voice and Data Service - voice (phone) and data transfer over your Intemnet connectien.

2. Internet programming setup

« DKS VoIP Voice Senvice - voice (phone) senice over your Internet connection
(optional).

« DKS Data over IP - Plug and Play programming over your Internet connection.

live chat mac « IM Server Modem - use your PC's Internet connection and our Modem Server to program your Entry System over its

existing land line phone.
Selecting this enables you to register your entry systems for use with any of the above options

)| am registering as a ‘Data Only’ user, in order to program systems which already have IM Server subscriptions, or to
program systems for which | have a manually configured direct connection.

Choose this option if you will be doing either of.

Programming Entry Systems that have a subscription being paid for by another registered User. You will be able to
connect with any system that has been activated by another party.

Connecling to your Entry Systems manually, using a Modem at your PC, a hard wired serial connection or a manually
configured network connection.

There is no costfor this ‘Data Only subscription. You will periodically receive program and product update information.

] I have read and agree to all the terms and conditions of this service.

1835-066-AA-3-26



If you have chosen to use the DKS voice and/or programming services for your entry system, then the system
must be activated in the DKS Server first.

Add an Entry System

1. Service Type:
Select the Service Type from the
pull-down menu.

2. VolP ID/Phone:
If you selected DKS VolP (Voice +
Data or Voice Only), enter the VolP
ID code (ex: ZA6Q7) that came with
the DKS VolP adapter.

If you selected DKS Data over IP, a
10-digit number will be generated
for you.

If you selected IM Server Modem,
enter the 10-digit phone number of

WS

DOORKING

Entry System Management

Logged in as:
[rick sed]
ricktest

Your Current Entry Systems - Click to Edit or Remove

Add, remaove or edit entry systems

live chat mac

Live Chat s available from 6:00 AM -
4:00 PM Pacific Time, Mon-Fri.
Messages left after hours will be
repliedto the next business day.

Subscription Rates

DKS Services
Service Monthly  Annual
Voice + Data $23.95 $287.40
Voice Only $19.95 $239.40 »
Data Only
(ClientModey 3495 $4950. Add an Entry System
Service Type: @ VolP ID/Phone: @  AccountName (optional): @
[KS VolP Voice + Data____ 17 | \
DKS VolP Voice + Data a .
DK S VolP Voice Only Ir Code: & Output Line Used (7]
DKS Data over IP (formeriy Client Mode) ~ l:l
I Server Modem
Edit or Add entry systems.

the phone line connected to the entry system.
Enter an Account Name (this is optional).

Zip Code (VolP selections only).

Enter the 4-digit Master Code of the entry system.

Output Line (VolP Voice + Data only).

Select Line A for a single system connected to the VolP adapter.

Select Line B if this is a second system sharing the VolP adapter with another (Line A) system.
7. Estimated Resident Count (IM Server Modem only).

This will provide you with an estimate of your monthly cost.

o v AW

8. Click Add.

The entry system will be shown in the
Entry Systems List (IM Server Modem
Service Type shown in example at right).

Repeat the above steps to add additional
entry systems or click “Checkout.”

1835-066-AA-3-26
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Entry System Management

DOORKING

Your Current Entry Systems - Click to Edit or Remove

Loggedin as:
[rick sed]
ricktest

Add, remove or edit entry systems

Fair Haven

310 555 5559 1234 IM Server Residents TBD (Est: 100)
live chat mac

Live Chatis available from 6:00 AM -
4:00 PM Pacific Time, Mon-Fri
Messages left after hours will be
replied to the next business day.

Subscription Rates
1M Server Modem

Residents Monthly
Up to 100 $4.95
101-250 $6.95
251-500 $8.95
501 up

Annual

$53.46

$7506 |« m
$96.66
$11.95 $12006 Add an Entry System

Service Type: @  PnoneNumber: @ AccountName (optional) (7]

CE | | || ]

Uses the IM Server Modem over a

1st month free for news phones.

I e O mastercode: @  Est Resident Count @ ':l
aditional land-line telephone for
pragramming, |:| Optional... E]

Cart contains: 1 new system. Click here to start Checkout.
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The checkout screen shows the
estimated annual cost of the services you
selected.

Select the billing cycle and payment
method.

Your Activation Summary
Added 1 system
To finish, choose one of the checkout Toal e 1 system
OptiOnS. Estimated Added Annual Cost $53.46
o e i S ~
g R Chitacaccs
or
cl illing information for dd it lat
.ancel Checkout

Checkout and Activate with Billing
Information (credit card or eCheck)

This choice completes the activation of [ Profie | Entry Syst | | Hepa |
your system. You will receive the first 30 I v
days free and subsequent payments ————————

Add a New Payment Method
(either monthly or yearly) are automatic.

® Credit Card © Bank Account (USA only)

Card Number: =
Expiration Date: * o)

Card Code: What's this?
Billing Information

First Name:
Last Name:
Company:
Address:
City:
State: Zip: |
Country: ]

Phone:

Checkout and Activate, but without -

Billing Information at this time M_Qj' Registration Billing Management
DOORKING

This choice activities your system for the

30-day free trial period. After the 30-day  [aeceed — ‘
are ted.

[ricktest]

free trial period, you will no longer be — A8 et ety autand
T SEEEEEET . silling Cych
able to use the IM Server until billing e S e oo e oy
. . . . Live Chatis available from 6:00 AM- ) Annual Billing service, at your earfiest convenience please enter your
information is received. 4:00 PM Pacific Time, Mon-Fri. © Monthly Billing billing information by pressing the Add Credit Card or
|Messages left after hours will be eCheck button below, or by selecting Paper Check as your

plied to the next business day. Annual Payment Method.
Proof of Insurance
form 19 No Credit Card or eCheck info is provided.
Vendor Verification Payment Method

DKS Services ® Credit Gard or eCheck via secure server. addaCreditCard oneCheck
Service Monthly  Annual () Paper Check (annual only).

Voice +Data | $23.95 $287.40 Billing Address: ® Same as Profile () Different
Voice Only $19.95 $239.40

Data over IP Clickto view Recent Activity

(Client Mode) $4.95  $49.50

Your first statement cannot be prepared, because you have
notyet done a Send Data through the IM Server to at least
one entry system.You must Send Data through the IM Server
10 yoUr entry system at least once, in order to establish the
system’s tenant count

Registration Status: Billing info is not present.
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1.1.6 DKS Cellular Service Registration

If you have chosen to use the DKS Cellular service for voice communication and/or to program your entry
system, you will first create a registration in the DK Cellular system. Follow the on-screen instructions and
enter the information in the spaces provided.

Once you have entered the information
in the required fields (those marked with
an asterisk), click the Register button at
the bottom of the page.

Once you click the register button, a
screen will appear that describes the DK
Cellular Service and what the monthly
service cost are.

Click continue to proceed.

1835-066-AA-3-26

WS

Register your DKS Cellular devices
to enable remote programming via
the DK Server, as well as receive

Doorking Account Manager update

Items marked with * are required.
nofifications and ether benefits.

Same as above

olicy (in a new window).

DKS Cellular Registration

First Name: * Organization:
This is step 1 of 3:
Middle: Address 1:*
1. Registration.
2. Listyour cellular systems. Last Name: * Address 2:
A gicoal) Email Address: * City: *
Repeat Email Address: * State: "
Ifyou have already registered, log in n User D
here. oose a User ID: * .
Atleast 4 characters. Zip Code:
Iive chat mac
Choose a Password: * -
Atleast § characters. Work Phone:
Repeat Password: e

re——

T @ @
Haraware

BTN

=riace cort| ot is requires at your Dineriing srry system. There are two ciffersrt celular systemms ausilable ans your professional Doarking issaller wil selectns

813160, yot i T 1o ACthate yous DS GEILAAT COMITal By Dy FESSHeng 0nThe: DK Celiar website.

2 type of celuar handwere you wilinesd forthe system

attempting to 56 LHON N OEION GriaroE WIEINyour by

Cellular Plan Options

Youul reed

‘onse one of the three piar: i athask of e Dooriing

+ 1800080 celular control by
h1833, 1834, 1635, 1837. 1090

+ Voice Oriy 1801.080 cellular eontrol Box.
Use wilh 1602, 1802-EFD, 1803, 1608, 1610, 1812-Classic and 1612-Phis

Activation Fea

acivaion o oy appias o e milal acivalion of a DS callial conlioler

Cellular Plan Billing

oelliar phane rurber
it

5 your ety billag ke (6 . I you ragiséation gl
2 minutes or e il

L

a amonlh o month bass.

DKS Cellular Subscription Rates

Voica + Data (1833, 1834, 1835, 1837) Valce Onty (1802, 1802 EPD, 1803, 1808, 1810, 1812 Classic, 1812 Plus) Data Only (1838)
Voics Minutes Monthiy Fee

0 Uplad

Upio 00 | $3as5
om0 7w 1995 0150 | sies
4B 1200 | pi-% 35905 151 1200 | 84005
1201 2600 | 91120 | 0005 12012600 | 35705
2501+ 121+ 7585 2601+ 39405

ar plen and proceed 0 chackout & onelime actiaiion fee of §45 00 vl be charged for each DS celliar corntrler that you actate: Each corrolles s capable

f connecting with o [2) Doaring sriry systems. The

ot e Ay 100} B
3wl for that biling pars

Data Transfers Monthiy Fes
Uptotb || $2885
6120 | su

@21 4805
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Add an Entry System
1. Service Type: Cellular System Management
Select the Service Type from the pull-down

Your Current Entry Systems - Click to Edit or Remove
2. SIM ID/Phone: Name [ T— MC Connection A/B Zip SIM ID

Enter the SIM ID that was provided with the \ \ | \ \
DKS Cellular box.

3. Enter an Account Name (this is optional).

4. Zip Code (where the cellular unit is installed
for proper area code assignment).

5. Enter the 4-digit Master Code of the entry

system.
. IS Catinar (Dutn+Valca) SIMID/Phone: @ Account Name (optional) @
6. Output Line: DKS Cellular (Data Only) ‘ 1 ‘
Select Line A for a single system connected to Zip Code: @  MasterCode: @ OutputLine Used

Y CRad ]
this cellular adapter. L] hd

Select Line B if this is a second system sharing
the cellular unit with another system (Line A).

7. Click Add.

Edit or add to your cellular systems.

Cellular System Management

Profle | EnySystems |  Biling | Help&inf
Your Current Entry Syr' e —— -
== hoss = o | SIM ID or Phone Number? [

Your cellular device will ultimately be identified by its
phone number. However, this phone number is
assigned only after the device has been initially
activated, so a brand-new cellular device does not yet
have a phone number. A SIM ID is used to temporarily
identify the device in that case

If this is a new cellular deviee, which has not yet
been assigned a phone number, then its SIM ID should
be entered here (the SIM ID is printed on a sticker on
the device). During your Checkout, the temparary SIM
ID will be replaced by a permanent phone number

If this is a re-activation, and you already have a
phone number for this device, please enter that phone | ——1
number here

Add an Entry System
Service Type: w SIM ID/Phone: = .
DKS Cellular (Voice Only) v | [P 7 x| [River View Apts |

Zip Code: @ Master Code: @ Output Line Used: @
[me ] ier v

OK: using SIMID P 7

Your Current Entry Systems - Click to Edit or Remove

Name T MC Service AlB zip SIM ID
310 6 9999 Data + Voice A T 5
310 ] 1234 Data + Voice A ¥
310 a 4321 Data + Voice A M4
310 a 9999 Data + Voice B M4
310 7 9876 Data Only A r F

Add an Entry System
Service Type: @ SIM ID/Phone: @ Account Name (optional) (7]
[DKS Celtuiar Data + Voice) T il | ]

Zip Code: @ Master Code: @ OutputLine Used: 7]
— [ ‘]

Cart contains: 1 new system. Click here to start Checkout.
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1.2 Getting Started

1.2.1 Security (Permission) Levels

Security (permission) levels allow you to set individual door/gate access times for residents using a Wiegand
device (Card, RFID, PIN, etc.). An example of this would be a gated apartment community that has a vehicular
entry gate, a pedestrian access gate, a pool gate, a laundry room door, tennis court gate, office door, etc.,
where entry is controlled by a card reader. Security levels can be created that would allow residents access
through the vehicular entry gate and pedestrian access gate 24 hours a day, 7 days a week, access to the pool
and tennis court from 9:00 AM - 10:00 PM 7 days a week, access to the laundry room 7:00 am - 11:00 PM 7
days a week, and access to the office 9:00 AM - 6:00 PM Monday through Friday only.

Security levels are not assigned to the access control device. They are assigned to the individual user. In this
manner, different security levels can be created allowing different access times to different users through a
single access point. For example, this could be applicable in a controlled office (or factory) environment where
different employees have different working hours.

There are 31 security levels available in the software program. The first two (Security Level 00 and 01) are
factory set and are not programmable. Security Level 00 (SLOO) will deny access at all controlled access
locations to the user(s) that it is assigned to. An example of using SLOO would be a tenant in an apartment
building who has been evicted and is no longer allowed entry to the building or any other controlled access
point within the building. Security Level 01 (SL01) is the opposite of SLOO, and will allow access to users that it
is assigned to 24 hours a day, 7 days a week. An example of using SLO1 would be for management or
maintenance personnel who need to have full access to ALL locations at ALL times.

The remaining 29 security levels (SLO2 - SL30) allow you to set up four different time zones for each level and
allow you to select the controlled access point(s) that it applies to. In the example given in paragraph 1 above,
four different time zones were created under a single security level, and then the controlled entry point(s) that
the time zone applies to were selected. The security level was then assigned to the individual residents.

When anti-pass back is in use, residents must be assigned a security level between 02 and 27. These security
levels can be limited by the APB feature when it is turned on. Security levels 01, 28, 29 and 30 are not
limited by APB.

Note: When using the Holiday schedule feature, the software will automatically convert Time Zone 4 in each
security level to conform to the Holiday Schedule. TZ-4 on the security level page will then be labeled HOL.
Security levels are not available on the Model 1834.

1.2.2 Elevator Control

The elevator control feature determines which elevator(s) in a building a guest or resident will be allowed to
use, and to which floor(s) the resident or guest will be allowed to go to, under certain controlled access
conditions. In its most common use, when a resident grants access to a guest in a high-rise apartment
building, the system will call the designated elevator(s) to the ground floor, and then only the floor button that
the resident resides on will be active in the elevator(s). This prevents the guest from accessing other than the
designated elevator(s), or from going to unauthorized floors.

Elevator control can also be applied to residents to control which elevator(s) they can use and to which floor(s)
they are allowed access too. In this application, a card reader is installed inside the elevator(s) car. When the
resident enters the elevator, they must use their access card to "turn on" the elevator buttons. The buttons
that will be turned on are set in the software. Security levels can also be applied in this application. As an
example, suppose a resident lives in a high-rise apartment building. On the 20th floor of this building is a
workout room that is only open 7 days a week from 6:00 AM to 11:00 PM only. Elevator control and security
level control can be employed to allow residents access via the elevator to the workout room at the
designated days and times only.

Note: Elevator control is not available on the Model 1834.

1835-066-AA-3-26 Page 17



1.2.3 Hold Open Time Zones

Seven different time zones can be created to "Hold Open" the door or gate at a controlled access point. An
example of using this feature would be to hold open a vehicular access gate during "rush hour" traffic, unlock
an office door during normal working hours, etc. Hold open time zones can be applied individually, or in any
combination to each controlled access point(s). The eight hold open time zone is labeled HOL for “Holiday.”
This time zone takes precedent whenever a “Holiday” date is present.

1.2.4 Holiday Schedule

32 different “Holidays” can be set up in the software program. Whenever a holiday is present, the software
will look first at the HOL schedules in the Hold Open Time Zones and the Security Levels. For example, if a
holiday is created for Christmas Day, the software will revert to the HOL hold-open time zone on December
25t

1.2.5 Transactions

Transactions are automatically saved each time that they are received from the 1833, 1834, 1835, 1837, or
1838. Each time transactions are received, the software will automatically create a file name for them starting
with TRANS0000. The file number will increase sequentially to a maximum TRANS9999. When 9999 files have
been created, prior to receiving the next transaction file, the software will overwrite the old TRANS000O file
with the new transaction information and will delete file TRANSO001. The next transaction file that is received
will be stored in the now empty TRANS0001 file and the information in TRANS0002 will be deleted to make
room for the next transaction file. This sequence repeats itself sequentially.

Transactions are stored under their respective account subfolders. This prevents transactions from one
account being mixed up with transactions from another account. Each account can therefore have up to 9999
transaction files stored as described above.

1.2.6 Live Transactions

Transactions can be viewed on the computer screen as they happen. Live transactions require an RS-232
connection between the PC and the access controller or LAN option and a TCP/IP connection to the controller
using the DoorKing TCP/IP connection kit P/N 1830-185.

1.2.7 Live Streaming

Live streaming provides data that can be captured and used by other software applications. Live streaming
requires an RS-232 connection between the PC and the access controller, or LAN option and a TCP/IP
connection to the controller using a DKS TCP/IP connection kit (P/N 1830-185 or 1830-186).

1.2.8 Anti-Pass Back

The anti-pass back feature in this software program is TRUE anti-pass back. TIMED anti-pass back is not
available. True anti-pass back can be set up in one of three different modes. PASSIVE anti-pass back will
record APB violations but will allow the offending card access. ACTIVE anti-pass back will record APB
violations but will not allow the offending card access. TRAP anti-pass back will record the APB violation, and
will allow the card access at the entry, but deny access at the exit. Anti-pass back is not available on the 1834.

1.2.9 System Administrator / Data Entry Users

There are two types of users that can be set up with passwords. The system Administrator has access to all
the features of the software program and can set up security levels, hold open times, elevator control, etc.
Data Entry users are limited to daily tasks such as adding or removing resident names and sending data to the
system.

System Administrators and Data Entry users are created in the Log In screen which is accessed by the USERS
button on the account screen. If users are set up, the first one MUST be an Administrator. Multiple
administrators and users can be set up.
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1.2.10 Port Configuration

If using a modem to send and receive data, the software will automatically set the modem to operate under
COM 2, 2400 Baud rate, and will install a set-up string that is common to most modems. If your modem is
installed on another com port, or if you need to enter any special set-up strings, click the CONFIG PORTS
button on the accounts screen. The port configuration window will appear and allow you to make the
necessary adjustments or use the auto-config button that will set up the software to respond to your modem
installation.

If using the DKS server option to send and receive data, click the Test Server Connection button to ensure that
an internet connection is made between your computer and the DKS server.

1.2.11 Clock Setting

Each time contact is made with the entry system from the computer, the clock / calendar in the entry system
is automatically updated to match the clock information from your PC. Be sure that your computers clock /
calendar is set to the correct time and date.

1.2.12 Prior to Programming

The DoorKing Remote Account Manager can manage up to 10,000 separate accounts. By definition, an
"account" is any 1833, 1834, 1835, 1837 or 1838 system that you are going to program with this software.
Each unit must have a unique account name set-up for it, even if the unit is sharing the phone line with
another DoorKing system. If this is the case, you must be sure that the master codes of each unit sharing the
line are set differently. You must also set the software for multiple systems sharing a line by going to the
SYSTEM INFO screen and clicking the YES button next to the multiple systems line.

The following hardware (entry system) parameters cannot be set with the software. These parameters must
be set and programmed into the entry system from the system keypad, or they are factory set limits or
features which cannot be changed remotely. Refer to the installation and maintenance manual that was
included with the 1833, 1834, 1835, 1837 or 1838 system to program the following parameters.

1. The system Master Code.

2. 10o0r 255 Area Codes (default is 255). 255 area codes are available on REV E or higher circuit boards only.
REV D and lower boards have only 10 area codes available.

Single or multiple systems sharing the same phone line (default is single).

4. Match the memory size of the chips sent with the unit (default is 3000). The memory size cannot be set
from the software program.

5. Call-up operation (default is OFF).

1.2.13 Start the Program

The account screen is the main screen that you come to after entering the program. This is where most of
your work will be done after you have set up your account(s), programmed your system information and
entered your resident data. From the account screen, you will be able to program the entry system, receive
information from the remote system, and receive transactions to your PC.

To use the DoorKing Remote Account Manager to program your entry systems, you will perform the following
three basic steps.

1. Create an account for the access system.

2. Enter the access system information.

3. Enter the resident (user) data.
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1.2.14 Series Column

The last column on the account screen is the SERIES column and is indicated by the letter S. This column will
indicate either”30” or "4E" depending on which series control board was selected when the account was
created.

1.2.15 Relay Status and Control
This feature allows you to view the status of each of the relays in the system to see if the relays are active or

inactive. A relay in an active state means that the gate or door that it controls is either open or unlocked. A
relay in an inactive state means that the gate or door that it controls is under normal operation.

Each of the relays in the system can be controlled from this software. If a relay is inactive, it can be
commanded to become active, and vice versa. A single relay can be controlled, or you can select as many of
the relays you want to change the state of.

The relay status and control feature is dependent on the REV level of the circuit board in the controller, the
tracker expansion circuit board (if tracker expansion boards are being used) and the wireless base station
board if a wireless expansion system is involved. See the list below for the REV details.

e Model 1833, 1834, 1835, 1837 and 1838 controllers
Circuit board must be REV Y or higher

e Model 2358 expansion boards
Circuit board must be REV L or higher

e Model 2361 wireless base station
Circuit board must be REV E or higher

Page 20 1835-066-AA-3-26



SECTION 2 — ACCOUNT MANAGEMENT

To begin using the DoorKing Remote Account Manager to program your 1833, 1834, 1835, 1837, or 1838
systems, you must first create an ACCOUNT under which all the relevant account information (resident user
data, transaction files, etc.) will be stored.

By definition, an ACCOUNT must be created for every 1833, 1834, 1835, 1837 or 1838 system that will be
programmed with the Remote Account Manager software (up to 10,000 accounts can be managed with this
software). Two or more units cannot share the same account name, even if they are sharing the same phone
line. However, different accounts may share a common resident database (Section 2.2).

2.1 Account Information

1. Start the Remote Account Manager Software program. While the program is loading, a DoorKing logo will
appear on your screen.

2.  The ACCOUNT screen will appear on your screen (fig 1). An account named “Example” has already been

created.
B Accounts - Doorking22 [ESRE=
File Edit View Aciion Opfions Help
01 T = : I &
b e = .. =,
SndData  RovData  Rev Tran Sort  ConfigPorts Registration
Scheduled Transfers ‘Account Name Contact Name Contact Phone  |Series|  Status
Accounts Example 30 | History
5 Bample T
For Help, press F1 NUM
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2.1.1 Creating User Types

There are two types of users that can be created in the program: Administrators and Data Entry.
Administrators have access to all levels and features of the program while Data Entry users are limited to daily
tasks such as adding or removing resident names and sending updated information to the access system.
When creating user types, the first one MUST be an Administrator. Up to 20 Administrators and 20 Data Entry
user types can be entered in the program.

1.  Under OPTIONS, select USER INFO from the pull-down menu to display the Modify User window.
2. Click the CREATE button to display the Create the User window.

3. Enter the administrator’s name and create a password (by system default, this first user MUST be an

administrator; therefore, the user type is defaulted to this). Click OK when done.

4. Enter additional names and passwords as required. Once the first name is entered, you can now select the
user type from the pull-down menu. Up to 20 administrators and 20 date entry users can be created.

5.  When complete, click CLOSE on the modify user screen to return to the ACCOUNT screen.

Accounts - DoorKing32

Eile Edit View Action Options Help

Add Snd Data Rev Data

Rov Tran Sort

1003 110400 = e &
P 3 = &
‘E et ol = My

Config Ports Registration

[ESEE =5

Account Nsme
Example

Lekeside Apartments

Scheduled Transfers
Accounts
B0 Example

*| %

Contact Name.

Contact Phane

Series| Status
30 | History

Moedify User Data

| User Name:

Type | Create

Change
Close

-

Create the user

it

User name:

User type:

Enter password:

Re-enter password:

Administrator

For Help, press F1
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e Do
User Name Type
Joe ini:
Fred Smart Dsta Entry
Mary Camr Administrator
Karen Henry Dsta Entry
Lamy Thigh Dsta Entry

Delete
Change
Close
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2.1.2 Creating a New Account

1.  With the ACCOUNT screen displayed, place the cursor in the empty name field (below example) or click the
ADD button in the tool bar. Enter the new account name and press the TAB or ENTER key.

2.  The CONTROL BOARD SELECTION window will appear. You must select the type of control board installed in
the system that you are going to program. Click “30 Series” for 1833, 1834, 1835, 1837 and 1838 systems,
then click OK.

Complete your new account information by entering the account manager’s name and phone number.

4. Repeat steps 1-3 to create up to 9,999 additional accounts.

Click the SORT button to list the accounts in alphabetical order.

Accounts - DoorKing3:
File Edit View Action Options Help
1001 140400 pr b e
2 [x] it i = O @ i)
Add Delete Snd Data Rev Data Rov Tran Sort Config Ports Registration ~ &ctivity Messages  Share Info
Scheduled Transfers Account Name Contact Name Contadt Fhone  |Series|  Status
Accounts Exemple 20 | History
@0 Example .7 | Lekeside Apartments
*
Control Board Selection
Please choose which seres control board you
have. ff you're naot sure, consult your manual. The
system will not be able to communicate with the
software if you choose the wrong board.
" "I0"series control board;
™ "ENHANCED 40" sefies control board
For Help, press F1 NUM éﬂ

Account Lakeside Apartme

Eile Edit View Action Options Help

fou o0 = - =14 E
il u E-. &
l'ta @ T et = =] %

I

Add Delete 5nd Data Rev Data Rev Tran Sort Config Ports Regist;ation Auctivity Idessages  ShareInfo
i3 Scheduled Transfers Account Name Contact Name Contact Phone  |Series|  Status
[+ Accounts Example a0 | History
-1 Example .7 | Lakeside Apartments Jo= Manager 5555555 30 | History
-] Lakeside Apartments *
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2.1.3 Editing Account Information

1. Click on the account that you want to edit and make the necessary changes.

NOTE: Editing an account here changes only the account name and contact information. It does nothing to
change any of the resident, system, time zone, security level, etc. information associated with the account.

[ Account PSC Storage - DoorKing EE
File Edit View Action Options Help
1001 Hog00 e [ 2
= <] e e = a,
Add Delete Snd Data Rev Data Rew Tran Sort Config Ports Registration Share Info
Scheduled Transfers ‘Account Name Gontact Name Goniad Fhane  |Series| Status
Accounts Exsmple 30 | History
@] DK Mfg HP Bldg Lakeside Apartments Joe Mansger E55.5555 30 | History
{21 DK Mfg Main Office DK Mg HP Bldg 30 | History
(1 DK Shipping DK Mfg Main Office 30 | History
DK Shipping 30 | History
5123 DK Warehouse Bldg : X
O & DK Warehouse Bldg 30 | History
L il Cakwosd Meadows 20 | History
-] Lakeside Apartments Pt O B 30 | History
-] Oakwood Meadows — 35| History
[ Pacific Office Bldg
(2 PSC Storage
For Help, press F1 NUM

2.1.4 Deleting Accounts
1. Click on the account that you want to delete.
Click the DELETE icon from the tool bar or click FILE then DELETE.

A warning will appear asking if you are sure that you want to proceed.

Eall

Click OK to delete the account or click NO to return to the account screen without deleting the account.

WARNING: When you delete an account, all the system information and resident data contained in the
account folder (sub-directory) will also be deleted. Prior to deleting the account, you may want to copy the
account data onto a CD. This will enable you to restore the resident data easily if it becomes necessary at a
later date to re-establish the account.

To copy the data, you can use Windows Explorer to copy the information in the account folder to a CD. Refer
to your Windows User's Manual for instructions on copying files and see section 6.3.2.

You can also use the BACKUP command. Refer to section 6.2.1.
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2.2 Share Information Feature

The SHARE INFO feature allows more than one "account" to share its database with other accounts. The share
info feature is useful in applications where there is more than one entry point, and the entry points will all
have identical user data. For example, if an apartment complex had a front and rear entry door (or gate), and
an 1833, 1834, 1835, 1837 or 1838 system was installed on each entry point, the share info feature lets you
use and maintain a single database for both entry locations. 30 Series and Enhanced 40 Series accounts can
share the user database with each other, but each account must have the same memory and number of
digits in the directory code set identically. Also, accounts using the APB feature cannot be shared with non-

APB accounts, and vice-versa.

1. From the accounts screen, click the account
name that is the primary account, then click
the SHARE INFO icon in the tool bar. The share
info screen will appear with the primary
account listed in the accounts group (Fig 5). In
the example, DK Mfg Main Office was selected
as the primary account. Notice that this
account name is shown as the primary
account in the upper right-hand corner of the
share information window, and that this
account is listed in the "Accounts In Group"
window on the right side of the screen. To
change the primary account, click the arrow
button on the primary account window, then
scroll up or down and select a new primary
account.

2. From the candidates list, click the account that
you want to share the primary account user
data base with, and then click the right (>>)
button to place the account in the accounts
group. In the example, DK Mfg HP Bldg, DK
Warehouse Bldg and DK Shipping have been
placed in the "Accounts In Group" window (Fig
6). These accounts will now share the user
database associated with the primary account
- DK Mfg Main Office.

3. Select other candidate accounts as required.
When complete, click the OK button.

4. To remove an account from the Accounts In
Group, click on the account you want
removed, and then click the << arrow button.
This will place the account back in the
candidates list and it will no longer share the
user data with the primary account.

5.  When a candidate account is selected to share

Share Information

]|

manual for more details.

Primary account:

Candidates :

DK, Mfg HP Bldg
DK, Shipping -
DK Warehouse Bldg
Example

Lakeside Apartments
Oakwood Meadows
Pacific Office Bldg
PSC Storage

<<

>
=1
[ |

™ Indude other secondary accounts as candidates

Candidates for sharing with this series 4E or 30 Primary account are other series 4E or 30 accounts
that have the same memary size and the same number of digits in the directory code.

The selected MemPLUS Model Number, Anti Pass Back and Area Codes must also match, See

DK Mfg Main Office -

Accounts in group:
DK Mfg Main Office

-
Share Information

=

manuzl for more details.

Primary account:

Candidates :

Example
Lakeside Apartments =
Oakwood Meadows
Pacific Office Bldg
PSC Storage

<

=]
=
N

[~ Indude other secondary accounts as candidates

Candidates for sharing with this series 4E or 30 Primary account are other series 4E or 30 accounts
that have the same memory size and the same number of digits in the directory code.
The selected MemPLUS/Mode! Mumber, Anti Pass Back and Area Codes must also match. See

DK Mfg Main Office -

Accounts in group:

DK Mfg HP Bldg

DK Mfg Main Office
DK Shipping

DK Warehouse Bldg

information with a primary account, the account is removed from the candidate list, even if a different
primary account is chosen, unless the "Include Other Secondary Accounts As Candidates" button is turned

ON (X appears in the button window).
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2.3

Communication Port Configuration

If you are using a modem, the Port Config tab in the Program Configuration window is provided if you need to

enter any special modem setup strings that may be applicable to your modem (refer to the manual that came

with your modem). If you are using the IM Server Modem for programming (refer to Section 3), there is a Test
DKS Server Connection button that will verify that your computer will connect to the DoorKing server. If you

are using the IM Server Modem, you will need to register as a user (see 2.3.2).

IMPORTANT: If using a LAN method to connect, you must have a TCP/IP kit (P/N 1830-185 or 1830-186)
installed on the access system control board.

NOTE: Typically, you will not need to make any adjustments to your port configuration, and therefore no
changes need to be made. You should only make adjustments in these settings if you are experiencing
problems in communicating with the entry system.

2.3.1
1.

2.3.2
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Communication Configuration

Click the CONFIG PORTS icon in the tool bar. The port configuration
window will appear (Fig 7).

Select the Port Config tab.

If you are using the IM Server Modem for programming, click the Test
DKS Server Connection button to ensure your computer can connect to
the server.

If using an RS232 connection, set the rate to 19200 (default) or 9600.
This rate must match the rate of the device connected to the R5232
port and the access controller.

Note: 19200 baud rate is only available with 30 Series circuit boards,
REV M (or higher) for 1833, 1834, 1835, 1837, and REV L (or higher) for
the 1838. Set the rate to 9600 for all other 30 Series circuit boards.

If you are using Modem to Modem, send and receive data, make the
adjustments to the port setup as required (refer to your modem
manual) or click the Auto Detect Port button.

Click CLOSE to proceed with the changes or click CANCEL to return to
the accounts screen without any changes being made.

Software/Server Registration

If you are going to use a DKS Server (DKS Cellular, DKS Data over IP,
DKS VolP Voice + Data, IM Server Modem) for programming, and you
have not yet registered the software, click “Click here to register now”
link and follow the instructions to register the software and to create a
user registration (see 1.1.4).

r

DoorkKing Pregram Configuration

=)

Preferences  Port Config ]Regish’ah’nn ] Turing ]

DKS Server
Server:

software.com/DkWebService. asmx

Test DKS Server Connection | Reset |

Serial Interface
R5232 Port Speed:

19200 i

Local Ports and Modems

Modem Port: comz2 -
Setup String: ATX18C18D0511=100

20 | seconds.

Auto-Detect Port |

Answer Delay:

Close

Doorking Program Configuration

S5

Preferences ] Port Config Registration ITuning ]

Software is Unregistered.

Registration brings to you many
benefits, including access to the IM
Server for easy remote programming
through the internet, as well as
important software and product update
notifications.

Click here to register now.

If you already have a DK IM Server
registration, you can associate this
software with that registration by
clicking here.

Close
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SECTION 3 — SYSTEM MANAGEMENT

Once an account(s) has been created, the access control system information must be programmed. This
information includes setting the entry system parameters, labeling the system relays for each entry point,
using or ignoring card (access device) facility codes, mass enabling device (card, transmitter, etc.) codes,
creating security levels and time zones, creating hold open times, creating a holiday schedule and
programming the elevator control parameters if elevator control is used.

The control board series that was chosen when you first created an account (2.1.2) will affect how the entry
panel is programmed. This chapter and the illustrations in it address programming an entry panel with a 30
Series control board. If you are programming an entry panel with the Enhanced 40 Series board, refer to
version 5.6 of this manual.

3.1 Entry Panel Programming

The first step in system management is to program the entry panel system parameters. The entry panel can be
model 1833, 1834, 1835, 1837 or 1838 depending on your specific needs. The Remote Account Manager
Software is designed to address all of these entry panels; therefore, some programming steps will be slightly
different for the different panels.

1. Onthe account screen, select the account that you want to program the system information for by clicking
on the account name, or selecting it from the accounts listed in the sidebar.

2. From the sidebar, click the + sign next to the account folder, then click the System folder to display the
System Information screen. You can also navigate to this by selecting View and then Accounts (Fig 9).

File Edit View Action Options Help
g = 0 0 @ j i
Account  Relays Hold Open DevEnable Fac.Code AntiPass  Holiday  SysMsg  Seclevel Relay/Elev. Elev. Ref
Scheduled Transfers

Accounts Master Code 9999 System Phone |
DI Mfg HP Bld
= g g System Memory 3000 = Connection Option DKS Cellular -

System Information

.. £5 Resident

... Transactions
-] DK Mfg Main Office
-] DK Shipping
{21 DK Warehouse Bldg
{3 Example
{0 Lskeside Apartments
@3 Main Frame
@1 Oakwood Meadows
@] Pacific Office Bldg
] PSC Storage
2] Receive Lakeside Apt
{21 West Conda's

For Help, press F1

Talk Time {min:sec) 100
Num Of Digits In Dir Code R

I¥ Anti Pass Back Live Streaming

Tone Open Mumbers
Relay Momentary Hold Release Hald 1Hr

oo [ E IR
T N CH A
2 [ F [
[+ Transactions

I Interface With 1816/1820

V¥ Tracker

[~ Multiple Systems

Model Mumber 1833/1835/1837/1838
Area Codes 255 Area Codes v

Dial r First, then Dial Phone MNumber

QOther Relay Options

Postal  Rotary 9
Switch  Momentary

e -
v v 0000 - [ss9s
W = EE .

Entry Code Range

Dial Type Tone v

Info Directory ACCTO003

Other Info Directory ACCTO0002

RS232 Port coM: ¥
R5232 Speed [1320 -]

NUM
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3.11

3.1.2

Entry Panel Setup (Fig 10)
| 9999
Enter the four-digit MASTER CODE in the Master Code

field provided. The master code entered | 3000 ¥ I
here must match the master code System Memory

programmed into the entry panel. ) [ 1:00

Select the SYSTEM MEMORY. Must match Talk Time (min:sec) .

the memory size of the chips installed in - - | - I

the entry panel (default is 3000). Num Of Dlglfs In Dir Code 3

Set the system TALK TIME (this is the [7 Anti Pass Back Live Streaming |

maximum time allowed until the system
automatically hangs-up).

Set the DIRECTORY CODE DIGITS (default is 3. If more than 999 users are being programmed, then set this
to 4).

Check ANTI-PASS BACK for 1833, 1835, 1837 and 1838 (APB is standard in these systems). Un-check this
box if you are programming an 1834 (APB is unavailable in the 1834).

. - . % i
Connection 0pt|on** (F|g 11) System Phone Valid Consiaction Options for Data Transfar
Connecton Option [DKS Cellar | | Ebgeerdtorihpeniioni
Select DKS Cellular?, DKS Data over P2, DKS Model Number s~
. ! ’ \ Phone Service Connection Options
VolP Voice + Data3, IM Server Modem, Ao ke | Server e fonTE B s
» " 9 " Lin: ® IM Server Modem
Modem-to-Modem, Network? or RS232 ™™ © + DKS D over 19 )
. . RS232 ® Network (<)
from the pull-down menu (Diagnostics O R Diagnostics . RS2320
i isf ith DKS technici I ) §°5;‘1 &‘“’Vi Entry Code Range DKSVoIP e DKS Veice = Data
option is for use wi echnicians only). vitch  Momentary o Netuork 2
I I - e Rs-2320%
1Requires cellular kit P/N 1800-080. F B 000 . [9999 ‘é:f::'::‘ : g:‘sco’:':‘."m _
o | VoIP service ¢ network (2)
2Requires TCP/IP adapter P/N 1830-186. = o Rs-232(3
Requi DalType Toe = Srmiconone om0
Requires TCP/IP adapter P/N 1830-186 and VolP e e atorc ]
. Info Dir e Z
adapter P/N 1815-568 or 2334-080 kit. o Drectory
4 ) Other Info Directory ACCT0002 :nl!; l:xequlr‘as ]n;gm!t service.
Requires TCP/IP adapter P/N 1830-185. ey o = pocti 3y Hasd ek Casnacticns

If DKS Cellular, IM Server Modem, Modem- e =2 =

to-Modem was selected, enter the SYSTEM

PHONE NUMBER in the field provided (the

field is labeled System Phone). Include the area code if 10-digit dialing is required in your area.

If Network was selected, you will need to enter the static, dynamic or local IP address and the port number

(separated by a colon) in the System Phone field.

Example: hostname.dyndns.org:1040

Example: 192.168.1.40:1040

Select either the 1834 model, or the 1833, 1835, 1837, 1838 models.

Select either 10 or 255 (default) Area Codes. The number of area codes selected here must match how the

entry panel area code option was programmed; either 10 area codes or 255 area codes. 255 area codes are
only available on REV E or higher circuit boards.

If the entry system is set-up on a PBX or KSU and it needs to dial a “9” to get a dial-tone, enter the number
where indicated.

** (refer to DoorKing Connection Options on our web site for more information)

DKS Cellular! — uses internet connection at the PC and cellular connection at the entry system for voice and data.

DKS VolIP Voice + Data' — uses internet connection at the PC and entry system for voice and data.

DKS Data over IP* — uses internet connection at the PC and entry system for data only transfer.

RS232 — direct connection from the entry panel to your computer (distance limitations apply) for data transfer only.

Network — direct connection from the entry panel to your computer (distance limitations apply).

IM Server Modem?? — uses internet connection at the PC and a telephone line at the entry system.

Modem-to-Modem? — requires a modem and telephone line at your computer.

1. Monthly fees apply. Refer to Connection Service Fee Schedule.

2. DoorKing does not guarantee IM Server modem or modem to modem service. Modems are considered to be obsolete
technology and are becoming unreliable as telephone service providers update their systems and infrastructure.
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3.1.3 Tone Open Numbers (Fig 12)

Tone open numbers are the numbers that the entry panel will respond to and will cause the programmed
relay action that the tone number was set for. Tone open numbers can be set to activate a single relay or any
combination of relays. Each relay has four tone open number fields that can be set, however when a call is
made to a resident, the resident can only momentarily activate the relay - the system will not respond to other
tone open numbers from a resident.

The other three tone open number fields (Hold, Release, Hold 1 Hr.) are functions designed for the system
administrator and will cause the relay(s) in the entry panel to respond to the programmed command. To use
these functions, the system administrator calls the entry panel via a touch-tone telephone, and then enters a
series of numbers to cause the desired relay action (Refer to the Owner's Manual that came with the entry
panel for instructions on using this feature).

NOTE: The 1834 and 1838 Entry Panels do not have RELAY O capability. Leave all Relay O fields blank if
programming an 1834 or 1838 entry panel.

1833, 1835, 1837 Entry Panels

If Tracker™ expansion boards are used with the 1833, 1835 or 1837 entry panels, set the tone open
number(s), postal switch and rotary dial 9 inputs to activate RELAY 0. Relay 1 and Relay 2 are used as Tracker™
board command relays in this configuration.

1838 Entry Panels

Generally, tone open numbers do not need to be set when using the 1838 entry panel because this panel is
not designed for any voice communication requirements. However, it may be desirable to program tone open
numbers for Relays 1 and 2 (there is no Relay 0 in the 1838, leave these fields blank) so that the system
administrator can unlock doors (or open gates) under abnormal situations. For example, if a tone number is
entered in the HOLD and RELEASE fields for Relays 1 and 2, a system administrator could use this function to
command ALL doors and gates connected to the system to unlock (or open) in an emergency situation by
calling the 1838 from a touch-tone telephone and entering the hold open tone command. This function
requires that a CO telephone line be connected to the 1838 system for communication. This function is not
available if RS232 is the only means of communicating with the 1838 system.

1. Enter the tone open number for each relay under the desired function for that relay. If a function is not
desired, leave it blank.

2. Select which relay(s) will activate when the postal switch is activated and when the entry panel detects a

rotary dial 9.
Tone Open Numbers Other Relay Options
Relay Momentary Hold Release Hold 1Hr Postal Rotary9 Entry Code Range

Switch Momentary

o T OO O - o -

1 o 7 v v o000 . [9999

2 5 B w  m -

el
=]
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3.1.4 Other Relay Options - Entry Code Range

Do not confuse four-digit ENTRY CODES with five-digit PIN codes. An ENTRY CODE is a four-digit number
assigned to an individual and is entered in the entry code field on the resident information screen. Entry codes
will activate the relay on the entry panel control board that it is programmed for when the code is entered on
the entry panel keypad only. PIN (Personnel Identification Number) CODES are five-digit codes that are
assigned to an individual and are entered in the device code field on the resident information screen. The
relay that the PIN code will activate is determined by which Wiegand input the PIN keypad is connected to and
security level programming.

1. If entry codes are used, lower and upper ranges can be programmed which will cause the entry code to
activate the desired relay(s). NOTE: Entry code ranges may overlap allowing one entry code to activate any
combination of relays.

2. Enter the lower and upper boundary four-digit entry code number for each relay.

3.1.5 Miscellaneous Setup Items

1. Click the TRANSACTIONS button if transactions are to be stored in the entry system panel. The panel can
store a maximum of 8000 events in the transaction buffer.

2. Click the INTERFACE WITH 1816/1820 button only if the entry panel is connected to a DoorKing Model 1816
or 1820 Telephone Intercom System.

3. Click the TRACKER button if Tracker™ expansion boards are connected to the entry panel wiegand input(s).
Note: Tracker is not available with the Model 1834.

4. Click the MULTIPLE SYSTEMS button if more than one system will be sharing the resident database.

Set the DIAL TYPE to TONE for most installations. Use the rotary dial type only if the phone line connected
to the entry panel is a rotary dial phone line. NOTE: Typically, this is always set to TONE.

6. The INFO DIRECTORY field identifies the file name that the resident information will be stored under for the
current account. This field cannot be changed and is shown for information purposes only.

7. The OTHER INFO DIRECTORY field identifies the resident file name of the primary account. The information
in this field will be the same as the resident info directory field, unless this account is sharing the resident
database with another account. This field cannot be changed and is shown for information purposes only.

8. If communicating via RS-232 or using Live Transactions, select com port 1, 2, 3, 4, and select the speed
(9600 or 19200).

v Transactions Dial Type Tone - |

[ Interface With 1816/1320 Info Directory ACCTOOO3

[ Tracker Other Info Directary ACCTO002

| Multiple Systems

R5232 Speed 13200 |
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3.1.6 System Message

This section applies to the 1834, 1835 and 1837 entry panels only. Skip this section if you are programming the

1833 or 1838 entry panel.

1. Click the SYS MESSAGE icon in the tool bar. The Message and Instructions window will appear.
Click either single line (for the 1834, 1835) or 8-line (for the 1837).

Enter the desired messages. The System Message has a maximum of 48 characters, while the Instruction
Message has a maximum of 54 characters. Spaces count as a character.

-
Message and Instructions

S

System Message:

F‘.esetl

System Instructions:

IThis Space iz For Your User Programmable Message

F'.esetl

IP‘ush A4-7Z To Find Hame Or No. Enter Code Or Push Call

Cancel |

-
Message and Instructions

System Message:

F‘.esetl System Instructions: F‘.esetl

i single Line

Thi=s Space is

Use A-Z to Find HName

For Your User

Cr Humber-Enter Code

Programmable

Or Push Call-If Busy

Me=ss=zage

Press # - Try Again.

Cancel |
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3.2 Relay Numbering, Status and Control

The model 1833, 1835, 1837 and 1838 entry systems each have three relays (Relay 0, 1, and 2) on the control
board while the 1834 has two (Relay 1, 2) relays. When Tracker boards are added to the system, the output
relay on the Tracker boards are listed in the software sequentially, beginning with relay 3 (Relays 0, 1 and 2
are on the main control board). Tracker boards cannot be added to the 1834 system.

When Tracker boards are used to expand the access control system, relays 1 and 2 are used as Tracker
Command (Cmd) relays with Relay 2 commanding Tracker boards 1-8 (system relays 3-10) and Relay 1

commanding Tracker boards 9-16 (system relays 11-18). Refer to Figure 19.

1833, 1835, 1837 and 1838 Systems Only

If both Relay 1 and Relay 2 are used to control Tracker™ boards, Relay 0 is used as the Primary Relay that will
open a visitor door or gate when the resident pushes "9" on their telephone. Refer to section 3.1.3.

System Relay
Numbering Scheme

1833, 1835, 1837,
1838
Control Board
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—————> Visitor Door / Gate Control (1833, 1835, 1837 Only)

Figure 19
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ap ad od 0d 0d 0d 0d o6
Tracker
Boards 1-8
Wiegand Input [ T [ ] [ L [ ] [ ] [ L [ { |
[ [ [ [ [ [ [
Command Relay 2 Output
Command Relay 1 Output
, [ [ [ [ [
Wiegand Input_| [ [T [T [T [T [T [T |
Tracker
Boards 9-16
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Relay Status and Control

The system relays can be viewed to see if they are in an active or inactive state. Selected relays can also be
activated or deactivated from this screen. Click the + sign next to the System Information screen and then
click Relay Control to open the relay control screen.

Relay control will only function with telephone entry/access control systems with a REV letter of Y or
higher. If Tracker expansion boards (2358-010) are used, they must have a REV letter of L or higher. If
wireless expansion is being used, the wireless base station board (2360-010) must have a REV letter of E or
higher.

File Edt View Action Options Help
@ =
SysInfo Clear Relays
3 Scheduled Transfers

Accounts Relay Control & Status
1453 Direct RS-232 Relay Select desired relay states, then press Apply.
EHES System Informatien Relay Name | Active/Hold | Inactive/Rls | Status Lt Sk ﬁh:? oK
3 m Hold Open 00 | Relay O O Inactive/Rls i i
-] Relay Contiol —— Check
&y Security Level 01 | Relay 1 | =] Inactive/Ris
@ Anti Pass 02 | Relay 2 ] ] (Track
g Resident 02 | Relay 3 [ Inactive/Ris
- Transactions
04 | Relay 4 o Inactive/Rl
512 DKS Data Over P o o ool
{23 DKS Voip Data 05 | Relay 5 ] v Inactive/Rls
&) [_I IM Celluar Relay 06 | Relay 6 = [w] Inactive/Rls [ Check Status Automatically
=3 :;'5‘“‘" Modem 07 | Relay 7 =] vl Inactive/Rls
] Modem " MNote: Relay Control requires updated control boards to function
o 08 | Relay &8 O [l Inactive/Ris raparhs
05 | Refay 8 [ Inactive/Rls | e Model 1833, 1834, 1835, 1837 or 1838 Rev ¥ or higher control
= beard.
! | ractive/Rls ?
Atk RElEY 20 Ll M IRREVErn « Model 2358-010 Rev L Tracker board, if applicable.

* Model 2360-010 Rev E Wireless Base Station board, if applicable.

1. To check relay status, click the CHECK button. The STATUS column will indicate if the relay is in an inactive
or active state. A relay in an active state means that the door or gate it controls is opened or unlocked. A
relay in an inactive state means that the door or gate it controls is locked or closed.

2. To change the state that a relay is in, click the Active/Hold box or click the Inactive/Rls box, then click the
APPLY button. You can select more than one relay at a time to change its state.
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3.2.1

Labeling Relays with Tracker Disabled

Click the RELAYS button on the tool bar to bring up the relays screen. The relay screen is where the output
relays of the telephone entry system can be labeled, where you will set the relay strike time for the relays, and
where you can enable the "Hold Open During Modeming" command.

NOTE: The "Hold Open During Modeming" command is not active if RS-232 communication is being used.

Use the following instructions if the TRACKER button (System Info Screen) is not checked. If the TRACKER
button is checked, go to section 3.2.2.

N o v s

From the SYSTEM INFO screen, click the RELAYS button in the tool bar. The relay information screen will
appear (fig 16).

Clicking the "Hold Open During Modeming" button activates the relay during the data transfer and then
deactivates it when the data transfer is complete. This will cause your gate or door to remain open during
the data transfer. If this is not desirable, do not activate this feature. The Wiegand input devices (cards,
transmitters, etc.) remain operational during the data transfer. NOTE: This feature is not active when using
RS-232 communications.

Click in the name field, then enter a name for the relay. This is the name that will appear on the transaction
reports, for example: "Main Gate" or "South Gate". The maximum characters that can be entered in this
field is 12 (Fig 17).

Click the time field and enter the time in seconds that the relay is to be activated.

When complete with this screen, click OK to return to the System Info screen.

Click the RESET button to change the relay options to the default settings.

Clicking the CANCEL button will reset this screen to the previous settings and return you to the System Info
screen.

NOTE: Relay 0 is not used with the 1834 system. Leave this field blank if the account that you are
programming is an 1834.

I~ Fiid B Buring Foderming ResetRelay ™ Hold Open During Modsming =
3 [Retay 0 Time: [01 [ETRems — Tme: [o1 o
Cancel Cancel
Relay 1 Relay 2 4 Relay 1 Relay 2 4
I Hold Open During Modeming I™ Hold Open During Modeming I™ Hold Open During Modeming I™ Hold Open During Modeming
1 |Relay 1 Time: |1 2 |Relay 2 Time: |01 1 Main Gate Time: o3 2 |South Gate Time: |01
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3.2.2

Labeling Relays with Tracker Enabled

Click the RELAYS button on the tool bar to bring up the relays screen. The relay screen is where the output
relays of the telephone entry system can be labeled, where you will set the relay strike time for the command

relays, and where you can enable the "Hold Open During Modeming" command.

NOTE: The "Hold Open During Modeming" command is not active if RS-232 communication is being used.

Use the following instructions if the TRACKER button (System Info Screen) is checked. If the TRACKER option is
not checked, refer to section 3.2.1.

AW

From the SYSTEM INFO screen, click the RELAYS button on the tool bar.
Click "Additional Relays For Tracker 2" button to enable system relays 3-10 (Fig 18).
Click "Additional Relays For Tracker 1" button to enable system relays 11-18 (Fig 19).

Click "Hold Open During Modeming" (not active if RS-232 communication is used) to activate the respective
relays during the data transfer. This will activate ALL respective tracker board relays during modeming,
which will unlock all doors (gates) during this process. If this is not desirable, do not turn this feature on.
HINT: All wiegand input devices (cards, transmitters, etc.) remain operational during the data transfer.

5. Click in the name field, then enter a name for each relay. This is the name that will appear on the
transaction reports, for example: "Main Gate" or "Rear Gate". The maximum number of characters that can
be entered in this field is 12.
6. The default relay strike time for system relays 1 and 2 (labeled Cmd 11-18 and Cmd 3-10) is 00 seconds. The
individual relay strike times are set at the Tracker™ boards.

7.  When complete with this screen, click the OK button to save the changes made and to return to the System

Info screen. To return to the System Info screen without saving any changes, click the CANCEL button.

8. Click the RESET button to change the relay options to the default settings.

NOTE: Relay 0 is not used with the 1834 system. Leave this field blank if the account that you are
programming is an 1834.

I™' Hold Open During Modeming Beset Relay ™ Hold Open During Modeming Reset Relay
Cancel Cancel
I” Additional Relays For Tracker 1 ¥ Additional Relays For Tracker 2 ¥ Additional Relays For Tracker 1 I Additional Relays For Tracker 2
I™ Hold Open During Modeming I™ Held All Open During Modeming I Hold All Open During Modeming I Hold Al Open During Modeming
1 [Msin Gate Time: [o1 Z [Cmd 210 Time: |00 1 [Cmad 11-18 Time: [g 2 |Cmd 210 Time: |00
3 |Res Veh Gate 1 [South Entry 2 [Res Ve Gate
4 |Respad gate 12 [North Entry 4 |Res ped gate
5 |Office 13 West Entry 5| Office
8 |Peel 14 [Elev 1 Card & Pecl
7 [Laundry Rm 15 Elev 2 Card | Leundry Rm
& |Exercise Rm 18 [Elev 2 Card 8 |Exercise Rm
8 |Senvice Ent 17 [Elev 4 Card 9 |Senvice Ent
10 [Electric Rm 18 [Main Entry 10 [Electric Am
Note:  When Additional Relays Feature is Note:  When Additional Relays Feature is ~ Note:  When Additional Relays Feature is
selected, the recommended time selected, the recommended time selected, the recommended time
for relay 2is 00. Times for relays for relay 1is 00. Times for relays for relay 2is 00. Times for relays
3-10 are set at the hardware. 11-18 are set at the hardware. 3-10 are set at the hardware.
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3.3 Relay Hold Open Time Zone Programming

Up to seven (7) relay hold time zones can be created in the software. The eighth time zone is labeled HOL and
is used with the Holiday Schedule. After the time zones have been created, they can then be applied as
needed to the system relay(s) that you chose.

NOTE: The time zones applied to the Tracker board relays (system relays 3-18) are only accurate to 5 minutes.

3.3.1 Creating Relay Hold Time Zones
Click the HOLD OPEN button on the tool bar to bring up the Relay Hold Open Times screen (Fig 20).

vk wnN e

Enter a Begin Time and an End Time for the first time zone.
Click the day(s) of the week that the time zone is to be active (a check will appear in the box).

Repeat the above to create up to seven additional time zones. NOTE: Time Zones may overlap.
Click the CLEAR button to reset the table and start over if desired.

Go to Section 3.3.2 to apply the time zones to the desired system relays or click OK to save the time zones
and return to the System Info screen without applying the time zones to any relay.
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3.3.2 Applying Relay Hold Time Zones

Once the required time zones are created, you can then apply them to the system relay(s) that you want to
operate under the time zone.

1. Click the relay(s) next to the time zone that you want to apply the time zone to. A check will appear in the
box (Fig 21).

2. Use the scroll button under the relay number table to access system relays 11-18.

3. Click CLEAR to clear all time zones.

In the example below, four time zones have been created. Referring back to Figure 19 on page 25, Relay 3 has
been labeled Res Veh Gate (Resident Vehicle Gate). Time zones 1 and 2 have been applied to Relay 3, which
means that on Monday through Friday, the resident vehicular gate will automatically open at 6:00 AM and
remain open until 8:00 PM. On Saturday and Sunday, this gate will open at 8:00 AM and remain open until
8:00 PM.

Again, refereeing back to Figure 19 on page 35, Relay 5 has been labeled Office. Time zone 3 has been applied
to Relay 5, which means that the office door will unlock at 9:00 AM and remain unlocked until 5:00 PM
Monday through Friday. This door will remain locked on the weekends.

Relay 9 is labeled the Serv Ent (Service Entrance). Time zone 4 has been created and applied to this entry only
(relay 9) meaning that this door will open at 7:00 Am and relock at 5:00 PM Monday through Friday and will
remain locked on the weekends.
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3.4 Holiday Schedules

You can create up to 32 holidays in the HOLIDAY SCHEDULE window. When a holiday date is not present, the
holiday hold open times are not in effect. When a holiday date is present, the holiday hold open times are in

effect.

You can apply the holiday schedule to Security Levels by checking the HOLIDAYS FOR SECURITY LEVELS button
in the Holiday Schedule window. Doing this establishes Time Zone 4 (TZ4) in security levels 2 through 31 as a

Holiday (HOL) time zone. Note: Does not apply to Model 1834.

CAUTION: If you turn on Holidays for Security Levels by placing an “X” in the box, the HOL Time Zone will
supersede all other time zones established within the security level. If you have more than a single time
zone programmed within a security level, this will cause all the time zones to revert to the single HOL time

zone that you establish.

1. Click the HOLIDAY button on the tool bar from the relays window to display the holiday schedule window

(Fig 22).
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Click CANCEL to return to the System Info screen without saving any changes.
Click CLEAR to clear all holidays.

Click OK to save the holidays that you created and to return to the System Information screen.

Enter the holiday name, month and day. Clicking the down arrow will display a calendar (Fig 23).

Some holidays will need to be updated on a yearly basis. For example, Memorial Day, Labor Day and
Thanksgiving Day usually fall on different days of the month each year. These holidays will have to be updated

year to year.
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3.5 Security Levels

Security Levels (SL) allow you to control individual access through the controlled entry points by people using a
Wiegand device (card, transmitter, PIN, etc.). As an example of this, a plant manager may have 24-hour, seven
day a week access into the plant, but individual workers will only be granted access depending on which shift
that they work. It is also possible to allow a person 24 hour a day access at one entry point but limit their
access at another entry point. This is possible because each security level can have up to four different time
zones created. Note: Security levels do not apply to Model 1834.

Individuals can only be assigned a single security level (see sect 4), however there are 31 different security
levels available. The first two security levels are factory set and cannot be changed. SLOO disables all devices
(cards, transmitters, etc.) assigned to an individual. An example of using SLOO would be for an individual who
has been evicted from an apartment, or an employee who has been fired from a job, and they are no longer
granted access at any entry point. In effect, SLOO "turns off" all devices assigned to that individual. The
opposite of SLOO is SLO1, which enables all devices assigned to an individual on a 24 hour a day, 7 day a week
basis. An example of using SLO1 would be for management or maintenance personnel who need access at all
entry points at all times.

The remaining 29 Security Levels (SLO2 - SL30) can each have up to four (4) Time Zones (TZ) created within
them allowing up to 116 different time zone combinations. If the Holidays Schedule for Security Levels button
was checked in the Holiday Schedule window, then Time Zone 4 (TZ4) becomes the Holiday time zone and will
show as HOL on the screen. CAUTION: The HOL time zone overrides all other time zones within the security
level.

Anti-Pass Back — If anti-pass back is in use, residents with security levels 02 through 27 will be limited by APB as
well as the usual time, day and relay limitations set up in the security level assigned to them. Security levels
01, 28, 29 and 30 are not limited by APB.

Leave the FLOORS buttons (1-64) blank when elevator control is not being used. If elevator control is in use,
refer to Section 3.8 for additional programming information.
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3.5.1 Planning Security Levels

Successful use of security levels (SL) begins with determining who the system users are going to be and what
access control restrictions will be placed on them. Keep in mind that only one security level can be assigned to
an individual user of the system, therefore the security level created for them must address all of the users’
access needs. The example below gives you an idea of some of the things to consider as you plan your security
levels and access control requirements. The hypothetical access system described below controls access to the
following: separate visitor and resident vehicular gates, a resident pedestrian gate, a service entrance
vehicular gate, a South entrance vehicular gate, a pool gate, a laundry room, an exercise room and the
management office. Elevator control is not in use with this hypothetical access system (see section 3.7 for
elevator control).

Refer to the instructions and diagrams in Section 3.5.2 for instructions on how the Security Levels described
below were created.

In a typical gated community or apartment building, residents must have a security level that allows them
access to their homes 24 hours a day, 7 days a week, but restricts them from gaining access to areas that are
closed at certain times of the day - the office or pool for instance. In this case, we cannot use SLO1 because
this security level allows access 24 hours a day at all controlled access points.

The answer to this problem is to create a security level (start with SL02) with time zone 1 (TZ1) set for 24 hour
a day, 7 day a week access (Fig 25). You then apply this first time zone to the relays that control the main entry
gate or main entry door (relay 3), any pedestrian gates (relay 4), rear entrances (relay 11), etc. Once you have
created the first time zone (TZ1) within the first security level (5L02) and applied this TZ to the relays that
control the access points where 24 hour a day, 7 day a week access is to be granted, you can then use the next
three time zones (TZ2, TZ3, TZ4) within the security level (S5L02) to restrict the users access to other access
points.

Let's next consider access to the pool, laundry and exercise room areas. Time zone 2 (TZ2) is set to allow
access from 8:00 AM to 10:00 PM seven days a week (Fig 26). This time zone is then applied to the relays
(relays 6, 7, 8) that control access to the pool, laundry and exercise room areas. The next area is access to the
management office. TZ3 is set to allow access from 8:00 AM to 6:00 PM, Monday through Saturday only (the
office is closed on Sundays) and then applied to relay 5 that controls access to the office (Fig 27). You have
now created a security level (SLO2) with three different time zones and a holiday schedule that will allow entry
at all times through the main gate(s) and/or door(s), and restricts access to certain times of the day for the
pool, laundry, and exercise room, and limits access to the office area to six days a week at certain times only,
and applies a holiday schedule time zone to the office and service entrances.

Next create another security level (SL03) for the landscape and pool service companies. In this example
application, these vendors are allowed access to the property at the service entrance Monday through Friday,
8:00 AM to 6:00 PM only (Fig 28). In SLO3, TZ1 is set for these times and applied to the respective relays (relays
6, 9). Vendors are now limited in the days and times that they can gain entry to the property and must use the
service entry. It is possible to create security levels for each vendor to restrict them to access on certain days
of the week only, and to restrict access to their respective area of concern only. The problem with the security
level created in the first part of this paragraph is that it will allow all vendors access to all areas within the time
limits of the security level. For example, the laundry service vendor needs access only to the laundry room, not
to the pool or exercise rooms. In this case, SL0O4 has been created with TZ1 set from 8:00 AM to 5:00 PM and
applied to relays 7 and 9 which control access to the service entry gate and laundry room only (Fig 29).

Another security level (SLO5) is created for the office personnel to allow them access to the office (relay 5).
The office is open from 9:00 AM to 5:00 PM, however access will be allowed to these persons from 7:00 AM to
6:00 PM Monday through Friday only (Fig 30). A second time zone (TZ2) has been created within this security
level to restrict office personnel to use the South entry only (relay 11) and to grant access to the pool, laundry
and exercise areas one hour before and after these common areas open (Fig 31).

Office managers, the resident property manager, and maintenance personnel are assigned SLO1, which will
allow these users access to all entry points at all times.

When designing and creating your security levels, if the Anti-Pass Back feature is going to be used, APB is
only supported by security levels 02 through 27. System users who have anti-pass back enabled on their
access cards must be assigned a security level within this range.
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3.5.2 Creating Security Levels

Using security levels requires two basic programming steps. The first step is to plan and create the individual
security level(s) required and then apply them to the individual entry points (relays). Refer to the Security
Level Planning Chart in the back of this manual to see how Security Level 02 was first planned. The second step
is to assign the security level to the individual users of the system. This second step is accomplished in Section
4 - Data Base Management.
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PROGRAMMING ADDITIONAL SECURITY LEVELS

1. Click the Security Level pull down
menu down arrow button to select
the next security level you want to
create.

2. Enter the begin and end times for
TZ1, select the days of the week for
this time zone and select the relays

that this time zone will be applied to.

3. Click TZ2 and enter the begin and
end times for TZ2, select the days of
the week for this time zone and
select the relays that this time zone
will be applied to.

4. Click TZ3 and enter the begin and
end times for TZ3, select the days of
the week for this time zone and
select the relays that this time zone
will be applied to.

5. Click TZ4 and enter the begin and
end times for TZ4, select the days of
the week for this time zone and
select the relays that this time zone
will be applied to.

6. Repeat steps 9-13 to create
additional security levels.

To view all the security levels that have
been created, click the VIEW ACTIVE SL
button. Click the DONE button to return
to the Security Level window.

Click the CLEAR TIME ZONE button to
reset the time zones in the current
window.

Click OK to return to the SYSTEM INFO
screen.

NOTE: The RELAY/ELEVATOR button is
used with elevator control only. If
Elevator control is in use, see section 3.8
for additional programming instructions.
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3.6 Anti-pass Back

Anti-Pass Back (APB) is a feature that addresses the problem of a user handing his card (or other access
device) to someone else to use. This is accomplished by recording an ‘APB VIOLATION’ when a card is used at
the same reader twice in a row without being used at a different reader in between. For example, let’s
assume you have a secure area with both an ‘IN’ card reader and an ‘OUT’ card reader. If card #12345 is
presented at the ‘IN’ reader two times in a row without being used at the ‘OUT’ reader, an APB violation has
occurred.

NOTE: Users must be assigned a security level of 02 through 27 for the APB feature to be active.

3.6.1 True Anti-pass Back

The APB function in the DoorKing software is TRUE anti-pass back and can be set up to operate in one of three
different modes.

PASSIVE APB — will record an APB VIOLATION in the transaction buffer if a card is presented two or more
times in a row at the same reader. Access (or exit) will be granted.

ACTIVE APB — will record an APB VIOLATION in the transaction buffer if a card is presented two or more times
in a row at the same reader. Access (or exit) will be denied.

TRAP APB — will trap the ‘user’ in the facility with an illegal use of the card and will record an APB VIOLATION
in the transaction buffer. Active and trap are different in that with ACTIVE APB, the card will not work at
either the IN or OUT card reader once an APB violation has occurred. With TRAP APB, once an APB violation
has occurred, the card will work at the IN card reader but will not work at the OUT card reader since it was
used twice in a row at the IN reader. This card is TRAPPED in the facility.

3.6.2 Facility Counter

The APB feature also uses a FACILITY COUNTER that keeps a running total of the number of users in the
facility. The information can be used to determine, for example, what percentage of a parking facility is in use
at a given time. The counter can be set to OFF, record every 15 MINUTES, record every 30 MINUTES, or record
EVERY HOUR. When a transaction upload is completed, a ‘USERS IN FACILITY’ report can be run to see how
many users were in the facility at the intervals selected. When the APB feature is first put into use, the facility
counter can be manually set with the number of vehicles (people) currently in the facility so that you have an
accurate count as the APB features begins to operate.

3.6.3 Re-sync operations

When the APB feature is first enabled, all cards will have 1 RE-SYNC move set. This is also true for new cards
added to the system. That is, whether the card is currently IN or OUT of the facility does not matter. The
system will allow them one ‘move’ and then start looking for APB violations. You can at any time RE-SYNC ALL
DEVICES, RE-SYNC FROM A LIST OF DEVICES or SCHEDULE RE-SYNC's.

For example, if APB was in use in a parking garage with a barrier arm and the arm is broken, people will
naturally just drive out without using their card to open the gate for exit. Knowing that a number of people
drove out without using their card, you can do a manual re-sync so that you won’t have several APB violations
the next morning.

The program will also allow you to schedule a re-sync of all cards on a regular basis. It might be a situation
where APB is only enforced, say from 8 AM to 6 PM. Entries are un-regulated and vehicles are allowed free
entry after 6 PM. You can schedule a re-sync for 2 AM (when the lot is empty) so that persons who left after 6
PM will not have an APB violation the next morning.
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3.6.4 Programming Anti-pass Back
1. Click Anti-Pass under the System Information folder in the sidebar or click the Anti-Pass button in the tool
bar. The Anti-Pass Back window will appear.
Select PASSIVE, ACTIVE or TRAP anti-pass back mode from the pull-down menu.
If the counter is going to be used, select the time interval from the pull-down menu, otherwise leave the
selection to OFF.

4. Select which relays are to be designated as IN, and which relays are to be designated as OUT. You can click
the RELAY button that will bring up the relay screen that was programmed in 3.2.1 and 3.2.2 to show how
each of your relays are currently labeled.

5. One Time Functions — Selecting Re-Sync All Devices will cause all devices to be re-synced at the next
download. Selecting Enable Re-Sync List will cause only the card number(s) entered in the list to be re-
synced at the next download. Up to five (5) card numbers can be entered on this list.

6. Check the Reset Facility Counter button and enter the number of cards currently in the facility. If the facility
counter is not used, leave this blank.

7. Click the Enable Scheduled Re-Sync All button to enable the re-sync schedule. The system will automatically
re-sync all card codes at the time and dates specified in the schedule.

8. Click OK to save the Anti-Pass Back setup and return to the SYSTEM INFORMATION window.
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3.7 Facility Codes and Device Association

The software allows for the option of using or not using device facility codes. When the facility code function
is enabled, the device facility code must match with a facility code entered in the program, otherwise access
will be denied. If you do not want to use facility codes, leave the facility code enable button unchecked.

3.7.1 Facility Codes
1. Click the FACILITY CODE button on the tool bar. The
Facility Code window will appear (fig 33).

2. To enable facility codes, click the ENABLE FACILITY
CODE button. Note: you must check this box to enter
facility codes.

3. Enter up to 10 3-digit facility codes. Note: valid
facility codes are 000 — 255.

4. Click CANCEL to return to the system info screen
without saving these changes.

Click CLEAR to reset the fields.
6. Click OK to save the changes.

When using DKS MicroPLUS transmitters, leave the first
0 in the 4-digit facility code off so that you enter only a
3-digit number. For example, if the facility code is 0124,
enter 124 in the facility code field.
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3.7.2 Device Association

The DEVICE ASSOCIATION function allows you to associate the names of a card, transmitter, or other 26-bit
wiegand devices connected to the system with certain code numbers restricted to that device. For example, if
an entry system uses a combination of card readers and RF transmitters, this feature allows you to name a
range of codes associated with each device. This function will also allow you to "mass enable" (turn on) a
specified range of codes at one time.

NOTE: Device association simply associates a range of "device" codes with a device name that you create.

1. From the SYSTEM INFO screen, click the [r—— % A
DEVICE ENABLE button on the tool bar. The nEke
default Device Association window will appear -
Fi 34) Device Name From To Mass Enable | -
(Fig 34). Cards 00000 | B5405 |
2. Click the "Device Name" field and enter a w| Cancel
name for the device (12 characters max). w|
3. Click the "From" field and enter the beginning :I =
device number. Click the "To" field and enter |
the ending device number. -
4. Repeat steps 2 and 3 to enter additional |
device names and ranges (Fig 35). :l 13
5. Click the OK button (or press ENTER) when l.

complete or click the "Mass Enable" arrow
next to the device codes that you want to
activate (see 3.7.3).

F |
Device Association &J

In the example, a combination of access cards,

MicroPLUS™ transmitters, and personal Device Name From To | Mass Ensble | oK |
identification numbers (PINs) have been used for Cards 01000 | 01888 > :
. Cance

access control purposes. Device names are a bk EEINS: | SREE | 4

. . FIM 42000 | 42100 |
maximum of 12 characters. In this example, access ro— oEo0 | panid |
cards have been labeled "Cards", MicroPLUS™ Cards 05000 | 05100 | E
transmitters have been labeled "Trans", and PIN b
codes have been labeled "PIN". Notice also that :I
three different sets of cards have been issued, |
each with their own unique range of codes. The wl 4

labels "Cards," "Trans" and "PIN" will be used in -
the transaction log anytime a device within the respective ranges is used. In addition, the first letter of the
device name will show on the resident screen under the T (type) field to identify the type of device.

IMPORTANT: These steps do not activate (or turn on) any device codes. Device association only "labels" a
range of device codes. To activate (turn on) these devices, go to section 3.7.3. Device codes must be entered
as a 5-digit number between 00001 and 65407. The system allows a maximum of 8000 device codes,
therefore you simply cannot "mass enable" codes 00001 through 65407 as this exceeds the maximum
amount of device codes allowed.
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3.7.3 Mass Enable

The MASS ENABLE function allows you to activate (turn on) a range of device codes at one time. This allows
resident managers or access system administrators to activate a group of cards (or transmitters or PINs) prior
to the devices being issued or any users being entered in the database. Once the user(s) is entered in the
database, the manager can select the card (or transmitter, or PIN) and assign it to the user. See section 4.2 for
programming instructions on assigning "mass enabled" codes to system users.

1. Click the ARROW to the right of the device
that you want to mass enable. The Mass
Enable window pops up.

2. Enter the range of codes that you want to
mass enable and enter a Security Level for this
range if desired (fig. 36). NOTE: Entering the
security level is optional. If the security level is
left blank, the software will automatically
assign security level 01 to the device codes.
Keep in mind that when you assign (see 4.2) a
device code to a user in the database, the
security level will automatically change to that
of the security level assigned to the user.

3. Click the SORT button. The codes will now be
turned on and the range that you entered in
step 3 will move to the field below (Fig. 37).

4. Repeat steps 2 through 4 to mass enable
other device codes.

5. Toreverse this process, select the device
codes that have been mass enabled by clicking
on them, then click EDIT to change the devices
codes that are mass enabled or click DELETE
to deactivate the device codes that have been
mass enabled.

6. Click the CLOSE button to close the mass
enable window.

In the example in figure 36, device codes 01000
through 01999 have all been "Mass Enabled" and
placed in security level 2 (SL02). From the device
association window (fig. 35) we know that these
device codes represent access cards.

-

Mazs Enable

S

Cloze

s

H From To SL
*
Delete
Close
L
' |
Mass Enable Lé]
Sort From To
p | 01000 01999
Delete *

Once the device codes have been mass enabled, they are active (turned on) and ready to be "assigned" to a
system user. Refer to section 4.2 for instructions on assigning device codes to the system users.
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3.8 Elevator Control

The elevator control feature is typically used in high-rise apartment buildings or office buildings and is
designed to limit which elevator(s) and which floor(s) a person is allowed access to. This control can be applied
to building residents and to visitors that have been granted access by a resident. In its most common use,
when a resident grants access to a visitor, the system will call the designated elevator(s) to the ground floor,
and then only the floor button that the resident resides on will be active in the elevator(s). This prevents the
visitor from accessing other than the designated elevator(s), or from going to unauthorized floors. Elevator
restrictions for visitors are programmed in Section 4.1.1.

Elevator control can also be applied to residents to control which elevator(s) they can use and to which floor(s)
they are allowed access. In this application, a card reader is installed inside the elevator(s) car. When the
resident enters the elevator, they must use their access card to "turn on" the elevator buttons. The buttons
that will be turned on are set in the software. Security levels can also be applied to elevator control, however
the SLO1 security level does not affect elevator control and will not grant unrestricted access to all floors in a
building that uses elevator control. Therefore, if it is necessary to allow certain personnel unrestricted access
to the elevators and floor numbers, a security level should be created for this requirement (see SLO6, page 41).
Elevator restrictions for system users are programmed in sections 3.8.3.

NOTE: Elevator control requires the installation of the 2348 Elevator Control board(s). This software and
hardware will control a maximum of eight (8) elevators with each elevator serving up to 64 floors.

3.8.1 PLANNING ELEVATOR CONTROL / SECURITY LEVELS

Refer to the instructions and diagrams in Section 3.8.3 for instructions on how Security Levels and Elevator
Control has been used to meet the criteria in the following hypothetical building.

The following example assumes that access control is used in a high-rise apartment building with four
elevators. Floors 2 through 4 in this building are reserved for private business. On the 20th floor of this
building is a exercise room that is open from 6:00 AM to 11:00 PM, seven days a week, but access is restricted
to only those residents that pay a monthly fee for the use of the facility. There is a main entry door where the
private business employees, building residents and guests have access. System users (building residents and
business employees) use a card to gain access to the building while visitors will use a telephone entry system
to communicate with the person they wish to visit. A rear entry door is reserved for residents and service
personnel only and access is controlled at this entry with a card reader only. Elevator control is used in this
application and each of the four elevators has a card reader installed in the elevator car.

The residents of the building are to be granted access 24 hours a day, seven days a week at the main and rear
entry. They will be allowed to use any of the four elevators but will not have elevator access to the business
floors (2, 3, 4). The exercise room in this building is open to residents seven days a week, but the hours are
restricted from 6:00 AM to 11:00 PM., and only those residents that have paid a monthly user fee will be
granted access to this area. Visitors will only be allowed access to the floor that the person they are visiting
lives on, or to the floor that the office they are visiting is located on, and they (visitors) can only use elevators
1 or 2. The business employees are granted access only at the main entry door, Monday through Saturday
from 6:00 AM to 8:00 PM. These business employees are restricted to floors 2, 3 and 4 using elevators 1 and 2
only. The business managers are granted access 24 hours a day, seven days a week, but are restricted to floors
2, 3 and 4 only via elevators 1 and 2 only. Building maintenance personnel and management personnel are
granted access 24 hours a day, seven days a week at all controlled entry points and can use any of the four
elevators and are not restricted to any floors.
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IDENTIFY THE SYSTEM RELAYS

The first step is to identify the system relays that
will be used and to name them (refer to 3.2.2).
System relay 1 will be used to control the main
entry door and is labeled "Main Entry." System
relay 2 becomes the command relay for the
Tracker™ expansion boards used in this
application and is labeled Cmd 3-10. System relay
3 is the card reader on the rear entry and is
labeled "Rear Entry." System relay 4 is the card
reader that allows access to the exercise room
(Exercise Rm) and system relays 5, 6, 7 and 8 are
the card readers installed in elevators 1 through 4
respectively (Fig. 38).

™ Hold Open During Modeming

Cancel
™ Additional Relays For Tracker 1 | additional Relays For Tracker 2
I™" Hold Open During Modeming [ Hold All Open During Modeming
1 |Main Entry Time: [p1 2 [Cmd 310 Time: |00

3 [Rear Entry
4 [Exercise Rm
5 [Elev 1 Card
& [Elev 2 Card
7 [Elev3 Gard
& |Elev 2 Card|
9 [Relsy 9

10 [Relay 10

Note:  When Additional Relays Feature is
selected, the recommended time
for relay 2 is 00, Times for relays

3-10 are set at the hardware.

Reset Relay

3.8.2 Programming the Relay/Elevator Control Table

Programming elevator control for the system users (the building residents and business employees) consists of
two steps (elevator control for visitors is programmed in Section 4.1.1). The first step is to program the Relay /
Elevator Table. This table tells the access system which system relay controls which elevator and sends this
information to the elevator control board. As identified in figure 41, system relay 5 is activated by the card
reader in elevator 1, system relay 6 by the card reader in elevator 2, system relay 7 by the card reader in
elevator 3, and system relay 8 by the card reader in elevator 4.

The second step will be to program the appropriate security levels needed to control access as described in
our hypothetical application. Besides restricting access to certain days and times and certain access locations,
these security levels will also restrict users to certain floors and determine which elevators they can use.

PROGRAMMING THE RELAY / ELEVATOR TABLE

1. Click the RELAY / ELEVATOR button on the tool
bar. The Relay / Elevator Table window will
appear.

2. The system relay numbers are listed on the
left side of the table. Use the scroll button to
scroll up or down to view all the system relay
numbers. The elevator numbers (1-8) are
listed across the top of the table.

3. Click the box under the elevator number that
the corresponding system relay is to control.
In this example, elevator 1 is controlled by
system relay 5, elevator 2 by relay 6, elevator
3 brelay 7, and elevator 4 by relay 8 (Fig. 39).

4. Click OK to set the table, click CLEAR to start
over, or click CANCEL to return to the system
info screen without saving any changes to the
Relay / Elevator Table.
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3.8.3 Programming Security Levels with Elevator Control

The first step is to identify the different security levels required to control access as described in our
hypothetical building, and then to program these levels into the software program. Refer to Section 3.5 for
more information on programming security levels.

SL02

This security level is created to allow building e e 5

residents 24 hour a day, seven days a week access < [ ol e .

into the building (TZ1) either through the main T

entry (relay 1) or the rear entry (relay 3). It also e e e e e e e e T [T
allows them to use elevators 1, 2, 3 or 4 at any =

time (relays 5, 6, 7 and 8), and allows them to o S B A KM BB
access floors 5 through 19 (note that floors 5-19 A o T2 T L T T [ oo

are activated). Floor 20 is not included in TZ1 ‘ul N R 48‘
because access to the exercise room (relay 4) is : =

el e e e e I I e ]
not available 24 hours a day (Fig 40). TZ2 is - :
created to allow residents with exercise room
privileges access to the exercise room (relay 4) and e .

allows them to gain access to the 20th floor by any  ssuyiew:  010eice shioys naied ;i
i . ) Security Level: v| TimeZones: TZ1 112 T23 Hol
of the elevators during the times defined by TZ2 ! = " -

Time: [BEGINTIME| ENDTIME | S | M | T | W | T | F | 8
(F|g 41) 08:00AM | 1000PM | M M M | & | M | &
Relays: [To 1 [ 28 [4[8 678 [9 [10]% 1213148184718
[ [ L1l MM MMM O] OofofolfololL [ [
*To change a floor name, right-dlick on it.
Floors: i vl 2[s[a]s e[ 78] 9][w]n][12]1m]m]1s 1e‘
Ololoolooooiooiolioloioloi
17 [ 18 |19 | 20 |21 |22 |23 |24 | 25 |26 | 27 | 28 |20 | 90 | &1 | a2 ‘
v i L [ i [ L
l 33 [34 (35 [30 [37 [38 39 |40 [ 41 [42 [43 [44 (45 [ 40 [ 47 [ 48 ‘
a O [ [m]
I 49 [ 50 | 51 | 52 | 53 | B4 | 55 | 56 | 57 | 53 | 59 | 60 | 61 | 62 | 63 | 64 ‘
[ [ [ [ L [ [ L [ L
.. . Security Level: 00 Device always Disabled APB
SLO3-TZ1 is identical to SL02-TZ1, but SLO3 does SeatyLevel:  01Device avays Enabled

SecurtyLevel: [03 x] Time Zones: E E Hol

BEGINTIME ENDTIME | § | M | T | W [T | F | §
12004M | 11:58PM M (M (¥ [M [ M [M &

not have any other additional time zones. This
security level was created to allow residents
without exercise room privileges access to the
building and all floors with the exception of the =T changea floor rame,rht-cdkon't

exercise room and floor 20 (Fig 42). il A A A AR A AL AL

Ol MMM MY ¥ M|M|M
2
[

Time:

Relays: o 1 2 3 4 5 ] : 5 8 8 10 hil 12 12 14 15 18 17 18
IM(0/d0&d[&ad(&@[O[OfOa0/alafalfaldald

17 18 19 20 21 22 23 24
¥ [® (M) 00 0

NOTE: You cannot simply assign SLO2 to the
residents who do not have exercise room
privileges, even though SLO2-TZ1 is identical to the e e e W e e e W el e
SLO3 security level. Remember, SL02-TZ2 allows

access to this restricted area. Assigning SLO2 to these residents will give them access to this area!

33 |34 [35 [36 (37 |38 |39 [40 [41 (42 |43 |44 [45
] Ol 0 T Bl

The two security levels created here meet all the access control requirements and restrictions for the building
residents as described in 3.8.1. Additional security levels now need to be created to meet the access control
and access restriction requirements for the businesses located on floors 2, 3 and 4.
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Seaurity Level: 00 Device always Disabled

S L04 Security Level: 01 Device always Enabled fee
Searity Level: o4 v| Tmezones: [wAM TZ2| TZ3| Hol
This security level will be assigned to the Tie: lm:mms CHLNEA LRSS LA

employees who work at the businesses located on
floors 2, 3 and 4. Access is limited to the main
entry only (relay 1) Monday through Saturday,

Relays: [To 1 234 [68 67 [8[8 [10]# [12[13][14][18]16]17 18
OiiOi0iDidigid airg

o
O
[

5
o

*To change 2 floor name, right-cick on it

. . Flwrs;|1‘_2 3‘4_5575.9 ] 1] 12 |:§|¢i|5’15‘
6:00 AM to 8:00 PM. This security level allows the = e -
. 7 ‘!II % 20 | 21 2 |23 24 |25 (28 ?7 28 f f _3_1 3_2‘
use of elevators 1 and 2 only, and restricts access LIOIC OO TO LT LD TU IO I D IL L
. |33343!28373!3!w414243u45~a474ﬂ‘
to floors 2, 3 and 4 only (Fig 43). ololojolololaloloiglajooioialg
155«1515253545556575«53&!6:&‘28384‘
[ [ Oofojojfgjalo ] | 1 1 ] 1 a
SLOS Security Level: 00 Device always Disabled APB
Security Level:  01Device ahways Enabled
SLO5 allows business managers access to their seayieek Jos  [] mmezones Tz2| 1z3] Hol
offices 24 hours a day, seven days a week through ™= o e & & |
the main entry only. Access is restricted to the ol R R R A R e R R
. OgiONg MO0 0OOfO/O(0Oofolgfglo
main entry, and the managers can only use
. *To change a floor name, right-click on it.
elevators 1 or 2 (Fig 44). Foors: [ ST e TR T T TR Ta e
Ol MY PI¥M ML EE 4@
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ZRRT FPI_\I_\'"ITfrP!_I!_\|
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ajfg 110 [L giojofojofalfL O | L ofgd
SLO6
. . . . . Security Level: 00 Device always Disabled
The other criteria defined in our hypothetical Security Level: 01 Devie abvays Enabied £
o o security Level:  [06 v| TmezZones: [NFAN 'TZ2| TZ3| Hol
building was that the building owners and
. TMIWYIMESMTWTFS‘
maintenance personnel are to be allowed access _ 2o0an [ 1SR | [ (¥ (¥ ¥ (e
24 hours a day, seven days a week at any B R AR AR
entrance, and are permitted to use any of the R S R
elevators. Since SLO1 does not address the FRors: R O A RS O e A o B
elevator control boards, SLO6 is created to allow N ER P
access to these persons under the conditions [ e e T T e
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[m] ] 1O ojgfg L oioig L =]
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VISITOR FLOOR CONTROL

The next access control criteria to meet in this application is to restrict access for visitors. When a visitor is
granted access to the building, they will be allowed access only to the floor that the person they are visiting
resides on. Further restrictions can limit the visitor as to which elevator(s) they may use. For example, assume
Mr. Smith is visiting Mr. Jones who lives on the 10th floor of our building. When Mr. Jones grants access to Mr.
Smith by pressing 9 on his telephone, the system will "turn on" only the 10th floor button in the elevator(s).
Mr. Smith will not have access to any other floor.

This floor control programming is set in the database management section. For information on programming
this elevator floor control for visitors, see Section 4.1.1.
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SL02
Assigned to residents with exercise room privileges.

TZ1 in this security level provides access 24 hours a day,
7 days a week through the main and rear entry doors,

and allows them to use any of the four elevators to access
floors 5 through 20.

TZ2 in this security level allows these residents access to
the exercise room and access to floor 20 via any of the
elevators from 6:00 AM to 11:00 PM, 7 days a week.

SLo04
Assigned to private business employees.

TZ1 in this security level provides access Monday through
Saturday, 6:00 AM to 8:00 PM through the main entry door
only, and restricts them to elevators 1 and 2 to access floors
2,3 and 4 only.

SL03
Assigned to residents without exercise room privileges.

TZ1 in this security level provides access 24 hours a day,
7 days a week through the main and rear entry doors,

and allows them to use any of the four elevators to access
floors 5 through 19 only.

SL05
Assigned to private business managers.

TZ1 in this security level provides access 24 hours a day,
7 days a week through the main entry door only, and restricts
them to elevators 1 and 2 to access floors 2, 3 and 4 only.

SL06
Assigned to building owners, maintenance personnel.

TZ1 in this security level provides access 24 hours a day,
7 days a week at all entry locations with no elevator or floor
restrictions.

[}
5 2 Exercise Room. Access to
kel 2 gl residents with SLO2 only, and
- - personnel with SLOG6.
o
o) T
—
ey
g %0 All Residents with SL02 or SL03
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“ e
s
wn

!
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Exercise Room Access 6:00 AM - 11:00 PM,
7 Days a Week

v

!

Private Business Personnel with SL04
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!

!
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!
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with SLO6
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SECTION 4 — DATABASE MANAGMENT

Once the account(s) has been created (chapter 2) and the system operating parameters have been set
(chapter 3), the access control system user database must be programmed. This information includes entering
all the users (residents) names, phone numbers, assigning directory codes, assigning four-digit entry codes if
used, assigning a security level to the user, assigning a device code(s) (card, transmitter or PIN) to the user,
and setting floor restrictions for visitors if elevator control is in use.

The control board series that was chosen when you first created an account (Chapter 2) will affect how the
user database is programmed. This chapter and the illustrations in it address programming an entry panel with
a 30 Series control board. If you created an account with a 40 Series Enhanced, 40 Series or 50 Series control
board, refer to the User Manual Version 5.6 for programming instructions.

4.1 User (Resident) Information

1. Inthe sidebar, click the + sign on the account that you are going to input the user data for.
2. Click RESIDENTS.
3. The User (Resident) information screen will appear (Fig 46).
4. The factory default for the name field is “RESIDENT.” This can be changed to any other identifier (12
characters maximum) that best suits your needs. Right click Resident and type in the identifier you prefer.
For example, you may want to enter “EMPLOYEE” if the system is used in a business environment.
W Account Lakeside Apartments - Dooerg}Zv ) e
File Edit View Action o'ptinn; Help
& @ 2 & b
Account AntiPass Stats  SecLevel Elev.Ref
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4.1.1 Adding Database Information

1. Enter the resident (user) name in the name field.

2. Click the H (Hide) button if this name is NOT to be displayed on the electronic directory. (Not applicable if
programming is for the 1833 or 1838 system).

3. Enter a 3-digit Alternate Area Code (AAC) if 10-digit dialing is necessary or enter a 4-digit AAC (1+area code)
for any long-distance dialing requirements. The maximum AACs that can be used with this system is 255.

4. Enter the resident phone number. (Optional if programming an 1838 system).

The directory code is filled automatically by the software, or you can enter your own directory code. The
directory code length (1, 2, 3 or 4 digits) was set in Chapter 3. The directory code will increase sequentially
as you add new names. NOTE: We suggest that you start with directory code 2, 02, 002 or 0002 (the
number of digits is determined by the setting you chose in Chapter 3). The reason for this is that the first
two directory codes (000 and 001, as a three-digit example) have their talk time factory set for the
maximum and this setting cannot be changed. You should use these directory codes when programming a
manager’s office or an emergency number.

6. Enter a 4-digit entry code (optional) assigned to this user. NOTE: An entry code is an access code that the
user enters on the entry system keypad to gain access at the entry point defined by the entry code range
numbers and relays. (Entry codes are not used with the 1838 system because this system does not have a
keypad accessible by the users.) Do not confuse 4-digit entry codes with 5-digit PINs (Personnel
Identification Number). PINs are entered on a keypad that sends the data to the system via Wiegand output
and treated in the system like card and transmitter codes.

7. Enter the 2-digit Security Level assigned to this user. The default SLis 01. NOTE: To view the security levels
created in Chapter 3, click the SEC. LEVEL button.

8. The T field stands for "Type". This field is automatically set by the software which will enter the first letter of
the "type" of device you created in the Device Association window in Chapter 3. For example, if device code
01000 was labeled as a "Card" in the Device Association window, a "C" will appear in this field if this device
code is assigned to a resident.

9. Enter the 5-digit device code in the Device field. NOTE: If the "Mass Enable" feature was used to activate a
range of device codes, leave this field blank. After entering all of the user information in the database, you
can then use the ASSIGN button to assign the device codes to the users you chose. See 4.2 for more
information. Device code numbers must be between 00001 and 65407 with a maximum of 8000 codes
allowed.

10. If elevator control will be used with this access system, enter the floor number in the FL field that the
resident (user) resides on.

11. Enter the Elevator Reference number in the ER field if elevator control is used. The default ER is 1. See 4.3
for more information on setting the Elevator Reference.

12. You can enter up to 80 characters in the notes field.

13. Press ENTER to enter the current information and create a record in the database for this user. Click the
ADD button in the tool bar or simply place the cursor in the next name field to add additional users.

14. Vendor information is entered into the database in the same manner as are the system users with the
exception that vendors do not have a phone number field.

15. Use the SEARCH button to search on any of the fields on the resident information screen to locate specific
information or a specific user.

16. Click the STATISTICS button to determine how many users are currently programmed into the data base, the
number of Directory Codes used, how many Mass Enabled devices are currently programmed, etc.

Notice in the example on the next page (Fig 47) that the device codes have not yet been assigned to the
individual users. Device codes may be entered when the user information is being entered, or if the MASS
ENABLE (3.7.3) feature was used to activate a range of device codes, these devices can now be ASSIGNED to
the individual users. Refer to Section 4.2.
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4.2 Assigning Device Codes

To use the Assign feature, device codes must be Mass Enabled (3.7.3).

1. Click the user (resident or vendor) that you
are going to assign a device (card, transmitter,
PIN) code to. An arrow appears next to the
username.

2. Click the ASSIGN button. The Assign Device
Number window will appear (Fig 48).

3. Select a device number by clicking on it. NOTE:
More than one device can be selected by
dragging the mouse pointer over the number
of device codes that are to be assigned to the
resident in step 1.

4. Click the ASSIGN button to assign the device
codes to the user.

5. Select the next user in the Resident Info
screen. Note: You do not have to close the
assign window.

6. Repeat steps 3 and 4 to assign devices to the
other system users.

7.  When complete, click the CLOSE button to
close the Assign window.

NOTE: The device that is assigned will assume the
Security Level of the user. For example, if you
assign a device code with a security level of 02 to a
user who has security level 03 assigned to him,
then the device will automatically assume security
level 03 when it is assigned to this user.
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4.3 Elevator Reference

The Elevator Reference table is part of the elevator control feature that is typically used in high rise
apartments or office buildings and is designed to limit which elevator(s) and to which floor a visitor is allowed
access to after being admitted by a resident. To use the elevator control for visitor access, the resident must
have their floor number entered in the FLOOR (FL) field on the Resident Info screen. This tells the system
which floor the visitor will be allowed access to.

The Elevator Reference table sets which elevator(s) the visitor is allowed to use and sets a time limit as to how
long the floor button will be active after access has been granted. Up to eight (8) Elevator References (ER) can
be programmed for greater flexibility. Typically, you will need only a single ER.

NOTE: Elevator control is only available with 30 Series and ENHANCED SERIES 40 boards and requires the
installation of the 2348 Elevator Control board(s). This software and hardware will control a maximum of eight
(8) elevators with each elevator serving up to 64 floors.

4.3.1 Program the Elevator Reference (ER) Table

Refer to Figure 53 for the following steps.

1. Click the ELEVATOR REFERENCE button in the [

tool bar. The Elevator Reference Table EsmimfisEE &J
window will appear. The elevator numbers
are listed across the first row while the ER Szl A fmc Reset
elevator reference number is listed in the first 50 ) (60 o i)
1 O/ajajd|  =zoo
column.
2 diaaaiaic) 1oo cancel
2. Start with ER1. Select which elevator(s) ER1 s (OO OO e =his
will be applied to. In the figure, ER1 is applied 1 [OOggmgiaighal e
to elevators 1, 2, 3 and 4 which means that 5 |0J|O0O0O00 00O 1:00
visitors of residents with 1 programmed in the 6 (|00 O0O|OO™ 1.00
ER field are limited to using elevators 1 T OO0 0O/0om|cf oo
through 4 only. g ([ TICHETHrTrirTirr 1.0
3. Set the time that the elevator floor button will L

be active. When a resident grants a visitor

access, the system will "turn on" the floor

button that the resident lives on in the elevators designated in step 2. The floor button will be active for the
amount of time that you set here. If the elevator is not at the ground (first floor) level, the system will "call"
the elevator to this level and then start the timer after it reaches this level. In figure 49, the time for ER1 is
set to 2 minutes.

EXAMPLE: In our hypothetical building, Mr. Bernard lives on the 11th floor of the building. His elevator
reference was set to 1 on the Resident Information screen (See 4.3.2). When Mr. Bernard grants a visitor
access, that visitor can only use elevators 1 or 2, and they must activate the button for floor 11 (the only
button that will work) within two minutes after the elevator reaches the ground floor. If the elevator was
already at the ground floor, the visitor will have two minutes to activate the button from the time they
entered the building.
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4.3.2 Assigning Elevator Reference to Residents

After the Elevator Reference Table is complete, an elevator reference number must be assigned to each

resident using the elevator control feature. This is set on the Resident Information Screen.

1. Onthe Resident Information Screen, click the resident that you are going to set an Elevator Reference (ER)

number for.

2. Enter the Elevator Reference number and press ENTER. NOTE: You should also enter the floor number in

the FL field that the resident lives on if you have not done so already.

3. Repeat steps 1 and 2 to set the ER for other the other residents.

r )
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CHAPTER 5 - DATA TRANSFER / REPORTS

When transferring data to or from the 1833, 1834, 1835, 1837, or 1838 entry system using the DoorKing
Remote Account Manager for Windows, you can choose to transfer the data immediately (Immediate
Transfer) or you can set up a schedule to transfer the data at a programmed time (Scheduled Transfer).

When performing data transfers (immediate or scheduled), the account name will be highlighted, and the
Session Status window will appear showing “In Progress or Waiting.” Once completed, the status will change
to Successful. You can close this window during the data transfer process if you want to. Once the transfer is
complete, the window will appear again showing the successful or unsuccessful completion.

To cancel a session that is in progress, you can select that session and click the Cancel button in the Session
Status dialog, or you can select the Account for that session on the main Account screen and then choose from
the Action pull down menu “Cancel Session.”

5.1 Immediate Transfer

There are three choices of immediate data transfer: Send Data Now; Receive Data Now and Receive
Transactions Now. Data transfer times can vary from a few minutes up to 12 minutes depending on the size of
the file that you are sending, the method by which you are sending and the speed of the connection. The send
all data function is normally used during the initial programming of the entry system to load the entire
database.

5.1.1 Send Data Now f Send Data Mow @-‘
1. Click the SEND DATA NOW button in the tool
bar. Choose which accounts to send now:
2. Select the account(s) that you are sending SEEELTL LSS STELED Clear Al
data to (Fig 52) by checking the Snd Now box. Example N =
X Lakeside Apartments
3. Click OK to send the data or Cancel to cancel OW Mifg HP Bldg 0
the action. DK Mg Main Gffice O Cancel
DK, Shipping O
DK Warehouse Bldg O
Oakwood Meadows O
Facific Office Bldg 1
FSC Storage 1

1835-066-AA-3-26 Page 61



5.1.2 Receive Data Now

The receive data feature is basically the opposite of the send all data feature. Instead of the computer sending
data to the entry system, the entry system sends the data to the computer to update the computer files. This
feature is useful for auditing or trouble shooting purposes.

Caution should be used when using this feature because your resident files will be updated with the
information stored in the entry system. We recommend that you create a new "receive account" to receive
the information into. This will keep the received files separate from the original account files. After viewing
the information received, you could then delete these files or use these files by simply deleting the original
account and then renaming the "receive account" to the proper account name.

Before using the receive data feature, you must be sure that your "receive account" system information
matches the system information of the entry system that you are going to receive data from. This includes the
master code, memory size, card usage, entry system phone number, and single or multiple systems on the

phone line.

1. Click the REC DATA NOW button and select the account that you want to receive data into, then click OK
(Fig 56). A window will appear warning you that existing account information will be overwritten and will
give you the option to continue or abort. If you have not created a new "receive data" account, we suggest

that you do so before continuing, otherwise click the YES button.

2. Once you click the Yes button, the Receive Data window will appear, and the software will initiate
communications. Click the MINIMIZE button during the data transfer to allow you to continue with other
work on your computer while the data transfer is taking place. Do not exit the DoorKing program during a
data transfer (sending or receiving), otherwise the transfer will stop, and your data will be incomplete.

.
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e ] b = geemsl s
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5.1.3 Receiving Transactions

The 1833, 1834, 1835, 1837, or 1838 entry systems store all activity in a history buffer which is then
downloaded to the PC for auditing, analysis, and record keeping. The history buffer in these units will store up
to 8000 events which include the date, time, resident name, if access was by telephone entry, entry code,
postal, or card / transmitter and which code number was used. The system will also report if access was
granted or denied. If the access control system includes gate operators with Gate Tracker™ reporting
capability, these transactions are also received during the transaction data transfer.

A new transaction file is created each time the history buffer in the entry system is received by the PC.
Transactions files are checked so that duplicate information is not received. For example, suppose that there
were 100 events in the history buffer when you did an initial receive transactions function. A file named
TRANS.0000 will have been created under the account sub-directory. This file will contain the first 100
transactions. Now suppose a week later you perform another transaction function. This time there are a total
of 250 events in the history buffer, the first 100 and 150 new ones. Only the last 150 events will be received,
the previous 100 events will not be received because they are already stored in the first transaction file. Only
the newest 150 events will be stored in transaction file TRANS.0001.

1. Click the REC TRAN NOW button on the tool i N
bar. Receive Transactions Mow I&

2. Select which account(s) that you want to

receive transactions from (Fig 54). Account Name oK |
Cancel

3. Click OK to proceed or click CANCEL to cancel Example O
the action. Lekeside Apartments

DK Mfg HP Bldg
DK Mfg Main Office
DK Shipping

DK Warehouse Bldg
Dakwood Meadows
Pacific Office Bldg
PSC Storage

Receive Lakeside Apt

]
]
]
]
]
0
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5.2 Scheduled Transfers

With the DoorKing Remote Account Manager software, you can set up sophisticated schedules to send data or
receive transactions.

5.2.1 Scheduling Transfers

1. Click SCHEDULED TRANSFERS in the side bar. The scheduled transfer window appears (Fig 55).
2. Create your transfer schedule(s). When complete, click ACCOUNTS in the side bar.

There are 4 schedules you can set up, A, B, Cand D. In this example schedule A is set up to Send All data on
Mondays, Wednesdays and Fridays at 2:00am. And since the repeat box is checked, this schedule will repeat
every week. Similarly, schedule B sends all data every Tuesday at 3:00am and will repeat. Schedule C is set up
to receive transactions once a week on Saturdays at 4:00am. Schedule D is not set up at this time.

The lower part of the screen shows all of your accounts from the account screen. The far-left check box is to
enable or disable schedules for your accounts. The A, B, C and D columns allow you to assign schedules to
accounts. So you can see that DK Mfg HP Bldg has schedules A and C assigned to it and automatic data
transfers will occur since the far left enable box is checked. The account DK Mfg Main Office has schedules B
and C assigned to it and the automatic data transfers will occur since the far left enable box is checked. The DK
Warehouse account will automatically receive transactions on Saturdays at 4:00 AM. Information next to each
account provides details on the last successful send, if the account has been modified since this send, and
information when the last transactions were received.

W Scheduled Transfers - DoorKing32 o oL e |

File Edit View Action Options Help
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5.3 Viewing / Reporting Transactions

After you have received the transactions from the entry system, you can then view the transaction file on your
computer, export the transaction file, print the transaction file, or create a report with specific information.

5.3.1 Viewing Transactions
1. Click on the account that you want to view transactions for in the side bar, then click TRANSACTIONS.

2. The transaction screen (Fig 56) will appear, and the last transaction file received will be displayed. (If there
are no transaction files, an empty transaction screen will appear.)

3.  You can toggle between the regular transactions and the gate operator transactions by clicking the
REGULAR button in the tool bar or by clicking the GATE button in the tool bar.

4. To view other transaction files, click the VIEW FILE button in the tool bar. When the open file window
appears, select the transaction file that you want to view by clicking on the file and then click Open.
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5.3.2

5.3.3

5.3.4

Page 66

Generating Reports

Click the REPORT button in the tool bar to
generate the report. The Report Generator
window will appear.

Reports can be generated by specifying the
parameters of the report. Click the button
next to the item that you will use to set the
report parameters. You can choose any
combination for your report.

Reports can also be generated across several
accounts. Click the box next to the account
name that you want to generate a report for.

Click OK to generate the report or click
CANCEL to cancel.

Note: If you want to view all transactions
files, just click the OK button without
specifying any parameters. This will cause all
transaction files to be displayed in
chronological order.

To print the current file, click FILE and then
PRINT from the pull-down menu. To return to
the accounts screen, click the ACCOUNTS
button.

Sort Reports

The transactions can be sorted by any field.
Click the SORT REPORT button to display the
Sort report window (Fig 57). Enter the sorting
parameters that you need.

To view the standard transactions, click the
REGULAR button. To view the Gate Tracker™
transactions, click the GATE button.

Anti-Pass Back Report

To view the APB Who's In report, click the APB
REPORT button in the tool bar. Enter the
starting date / time and ending date / time
that you want the report for, then click OK.

-

Report Generator

[ Date: start: |'34f30f15 j end: |IZI4,F3I:I,|’15

[~ Time: start: |1U=35ﬁ\|’"’| = ez |1EI:36.6.M

[ Event:

[ MNum:

[ MName:

[ Relay:

|
|
|
[ Access: |
|
[~ aPB: |

Example

m

Lakeside Apartments
DK Mfg HP Bldg

DK Mfg Main Office
DK Shipping

DK Warehouse Bldg

o

Cancel |

-

25|

Sort Report

Sort items by: |(N-:une]|

=]
=]

Then by : (None)

Then by: (Mone) J

Cancel |

-

it

APB Who's IN Facility Report

Date: Time:

12:08PM =
12:08PM =

Starting: 04/30/15 hl

Ending: Date: |gg/30/15 = Time:

Cancel |
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5.3.5 Export Reports

After you view or create your transaction report, you can easily export it to a file of your choice for future
reference.

-

1. After the transaction file is open and displayed | Expart Transactions ﬂ
on your screen, click the EXPORT button in the
toll bar. The EXPORT TRANSACTION window
(Fig 62) will appear.

ACCTO000YTRANSO01,CSY Browse...
2. Click the OK button if the file name and —l

destination are what you want or use the
BROWSE button to save the transactions in a L‘ﬂl

different file.

File Mame:

5.3.6 Viewing Live Transactions

LIVE TRANSACTIONS can be viewed directly on your computer screen if the access control system is connected
to your computer directly via an RS-232 connection or a LAN connection.

1. Onthe pull-down menu, click VIEW and then LIVE TRANSACTIONS.
From the Setup Live Transactions window, select the account you want to view, then click OK (Fig 60).

The Live Transactions window now appears on your computer screen. The “connection” message confirms
that communication is established. Transactions will now appear in the window as they occur.

File Edit [View| Action Options Help

4& v Status Bar ,.—.HE -i—-\ & @ .ﬁ#
Add Sort Config Ports Registration ~ Zctivity, M j Share Info
op— Accounts
{23 Schedul : Contact Name Contact Phone  |Series|  Status
Resident I
I Account i 20 | History
=53 DKN System Info Apartments [Joe Manager 555.5555 20 | History
g Hold Open IP Bldg 20 | History
g R Sacurty Level #sin Office 20 | History
E‘j 1 ecurity Level fng 30 | History
Anti Pass Back house Bldg 30 | History
3 DKN -
3 DK Transactions [Meadows 30 | Hfstnry
| ffice Bldg 30 | History
[; DKV Scheduled Transfers = 20 | History
= Exan| Live Transactions... - skeside Apt 30 | History
[+ S)slenl TNTOTIATIoN
&P Resident
-
& Transactions Setup Live Transactions M

-] Lakeside Apartments

[ Oakwood Meadows

(2 Pacific Office Bldg icoonnty
Example

(0 PSC Storage o

{11 Receive Lakeside Apt

oo

oK I Cancel
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5.4 Live Streaming

LIVE TRANSACTIONS can be streamed to a Com Port, a Disk File or an IP/Port Address if the access control
system is connected to your computer directly via an RS-232 connection, or if you are connected to the access
control system via a DKS Server Internet connection or a LAN connection using the 1830-185 or 1830-186

TCP/IP kit.

Streaming Live Transactions can be used for other products or software applications to capture transaction

data.

1. To test the connection, enable Viewing Live
Transactions as described in 5.3.2 and confirm
that you get the “connection” message.

Close the LIVE TRANSACTIONS window.

Go to the SYSTEM INFORMATION screen and
click LIVE STREAMING (next to Anti Pass Back
check box) to open the ‘Setup Live Streaming
Output” window (Fig 63).

5.4.1 Output Destinations

,

Setup Live Streaming Cutput - DK Mfg HP Bldg &]
[ Com Port [com3 =] Format |RawTemt =

Config: 9600,M,8,1

[ Disk File Format:  |Raw Text -
[ 1P Address Format: [Raw Text =

QK | Cancel |

There are three Live Streaming destinations (Com Port, Disk File, IP Address); any or all may be enabled by

checking the box to the left of the destination.

1.  You can choose from the available Com ports from the drop down and specify bits per second, parity, data

bits, and stop bits in the Config field.

2. You can name a disk file for the transaction data to be stored. This disk file will be in the directory where
your data resides. Or you can enter a full file path (e.g., C:\Temp\Stream.txt).

3. You can specify a static, dynamic or local IP address and port number to “broadcast” live transactions. Ask
your network expert for the IP address and port number. Note the IP address and port number are

separated by a colon.
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5.4.2 Output Format
The output format can be either XML or RAW TEXT. This is selected from the drop-down box.

RAW TEXT

If Raw Text is chosen, the output is a stream of 158 ASCII characters, beginning and ending with a Carriage
Return (CR) and Line Feed (LF). There are no column headers — just the Raw Text. The 158 characters are
broken down like this

Account Name: 23 characters
Date: 11 characters
Time: 10 characters
Event: 13 characters
Number: 8 characters
Name: 18 characters
Access: 8 characters
Relay: 13 characters
APB: 8 characters
Description: 33 characters
Tracker Board: 13 characters

An Example would look something like this:

Westend Apts 7/15/09 11:12AM Card 13356 Sue Smith Admit

The beginning and ending CR LF aren’t printable characters and are not shown here. These are the same fields
you see when viewing transaction reports from this program after receiving transactions from the buffer of
the system, with a couple of exceptions. The first field is the account name the transaction belongs to and the
last two fields are used if it was a Gate Transaction. This example is a ‘Regular’ transaction. If the Event field is
blank, there would be a description in the Description field making it a Gate Transaction.

XML

If XML format is chosen, the same transaction data is output as for Raw Text, but in standard XML format.
Note that the Date and Time is using XML time stamp standard. See the example below:

<Transaction>

<Account>Windward Apartments</Account>
<Timestamp>2009-11-24T19:22:00.0-08:00</Timestamp>
<Event>Entry Code</Event>
<Number>3356</Number>

<Name>Henry James</Name>
<Access>Admit</Access>

<Relay>North Gate</Relay>

<APB></APB>

<Description></Description>

<Tracker Board></Tracker Board>
</Transaction>
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5.5 LogFiles

Log files are time stamped records of activity performed by the software program. To view the log files, click
VIEW LOG FILES on the pull-down menu under FILE, then select which file you want to view. To clear the log
files, click CLEAR LOG FILES under the FILE menu and select which log file to clear.

5.5.1 EventsLog

The events log provides a detailed report of activity such as database imports and exports, sends and receives,
transaction uploads, automatic activity, etc. The report provides the time and date of the activity, what the
activity was, and whether it was successful or not

5.5.2 Summary Log

The summary log provides the same information as the events log, but with less detail.

5.5.3 Users Log

The users log provides details of all logins; login attempts and logouts by the Administrator and Data Entry
users. Reportincludes time and date, who the user was, and whether the login was successful or not.

Edit View Action Options Help

View Log Files... » View events.log = _ﬁ & ;"’ ¢ ] n‘f;\_i}
Clear Log Files » View summary.log Sort Config Ports Registration
Backup View users.log Contact Name Contact Phone  |Series|  Status
EXamplE 20 | History
Restore... Lakeside Apartments Joe Manager 555-5556 20 | History
DK Mfg HP Bidg 20 | History
Convert... DK Mfg Msin Office 20 | History
1 5 DK Shipping 20 | History
mpart DK Warehouse Bldg 20 | History
Export... Oskwood Meadows 20 | History
Pacific Cffice Bldg 30 | History
Print.. Ctrl+P PSC Storage 20 | History
Print Preview Receive Lakeside Apt 30 | History
Print Setup...
Exit
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5.6

Exporting / Importing Database Files

DoorKing’s Remote Account Manager Software has import / export functions that can be used to get resident
data into and out of the DoorKing database. Transactions can also be exported with this feature. The Export
function exports the database in the popular CVS (comma separated values) file format. This file format is

easily read by many common spreadsheet programs, such as Microsoft Excel.

The import function recognizes two file formats. One format is CSV that many spreadsheet programs, such as
Microsoft Excel, can generate. This makes it very easy to import data into a DoorKing Account from a
spreadsheet. The other import format is only intended for users who have in house programmers.

5.6.1

Exporting Data
From the FILE pull down menu, click EXPORT.
The export window will appear (Fig 65).

Create a file name being sure to include the
extension .CSV. This file will be saved in the
current DoorKing folder, or you can save it in

any folder on your hard drive that you choose.

In this example, the file will be saved in the
DoorKing32 folder with the file name
DKEXPORT.CSV.

Check the account that you want to export
data for.

Click OK or cancel. Once the export file has
been created, the activity status window will
display and advise if your export was
successful (Fig 66).

The file will automatically load into the excel
spreadsheet when you open it from excel (be sure
to select “all files” in the file type).

1835-066-AA-3-26
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Export Mow

File Mame:

| C:\Jsers Public\Documents\Doorking\Dool

Account Name
Example
Lakeside Apartments
DK Mfg HF Bidg
K. Mfg Main Cffice
DK Shipping
Ok Warehouse Bldg
Oskbwood Meadows
Pacific Office Bldg
PSC Storage
Receive Lakeside Apt

I o

Browse...

Clear Al

Check Al
K.

Cancel

HHA

-
Activity status

Current Activity
Manager \DKEXPORT.CSV

Export successful

Mo errors or warnings encountered.

Export to: C:\Users\Public\DocumentsDoorking\DoorKing Account

Mumber of errors: 0 Number of warnings: 0

*=**5ee summary.log or events.log file for details.
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5.6.2

Importing Data in CSV Format (Microsoft Excel)

The import process allows the user to import the resident data from a comma separated value (CSV) text file
rather than keying in individual residents in the DoorKing Remote Account Manager program. The import file
may contain more than one account. The import file is generated from a program such as Microsoft Excel that
is capable of saving a file in .CSV format.

Before the import process can begin, you must set up the account(s) in the DoorKing Remote Account
Manager program in the normal fashion. The account name(s) must match the account name(s) in the import
file and is case sensitive. Details of the import file are described later in this section.

The fields on the System Information screen (see 3.1) that need to be set correctly for the import process are:
System Memory, Num of Digits In Dir Code, Model Number and Transactions. Be careful — the fields
described above depend on the specific phone model and features you have. You won’t be able to send or
receive data between your PC and your phone system if these fields are not set up correctly.

3a.

Page 72

Set up an ACCOUNT in the Remote Account
Manager program that you want to import
data to. Be sure the required fields are set
correctly as described in the above paragraph.

From FILE pull down menu, select IMPORT and
then choose IMPORT NOW or SCHEDULED
IMPORT. The selected import window will
appear (Fig 68).

Type in a path name or use the BROWSE
button to locate the file you want to import
(this is the file you have created in Microsoft
Excel and saved in the CSV format).

if you selected SCHEDULED IMPORT in step 2,
click the days of the week and enter the time
that you want the import to be performed (Fig
69). Check the REPEAT square if the schedule
is to repeat on a weekly basis. You must also
check the Enable Schedule box to initiate the
schedule that you created.

Check the CSV Format box (Main Frame
Format is for special purposes only and is
described in 5.6.3).

Check INITIALIZE if this is the first time that
you are importing the file to the Remote
Account Manager Program, or check UPDATE
if you have made changes to a file that has
already been imported to the Remote Account
Manager program. Note: if this is the first
time that you are importing a file, then update
and initialize will do the same thing —import
the file.

Check SINGLE ACCOUNT if you are importing
data for a single account, or check MULTIPLE
ACCOUNTS if you are importing data to two or
more accounts. If you are importing to a
single account, select the account from the
drop down list. If you are importing to
multiple accounts, the account name must be
present in the import file that you created in
Excel (column A — Account).

Click OK and the import will perform
immediately or later if scheduled.

.

=)

Import Now
File Name: | | Browse...
File Format:

(¥ €SV Format " Main Frame Format

Impart Type:
{* Update " Initialize
Account Selection:

* Single Account ¢ Multiple Accounts

=l
OK | Cancel
F -
Import Schedule &J
File Name: || Browse...
S| M|T | W|T|F | S Repeat| Time
oooooool O [ 1zooam
[~ Enable the schedule
Filz Farmat:
(¥ (CSVFormat " Main Frame Format
Import Type:
(% Update " Initialize
Account Selection:
* Single Account 7 Multiple Accounts
| =

.

Cancel |
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Below (Fig 70) is the Lakeside.csv file opened with Microsoft Excel. This is the file we imported into the
DoorKing Remote Account Manager program. Note the column headings here. You need to use these column
headings so the DoorKing import program can recognize the data. Notice that it’s not necessary to have a ‘T’
or type column since the type of device is determined by the Device Enable screen on the System Info screen.

m 3 - v Lakeside_Expt - Excel
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW ACROBAT
‘21' : Cux Calibri Ay S=E 2 | SwepTet General 2 {:f‘.é.] :3 Normal Bad Goc
3 Copy ~ L
Pa'ste :Fu::vatpamter B I U- FH-+|&- A== |EE EIN'!erge&Cemel - $-%>° KB Fi:,:f::;ﬁ-,;a‘v Fir;::;‘as :[ Explanatory ... |Inpl
Clipboard [ Font [F1 Alignment Number I Styles
u26 - I
A B C D E F G H I J K L M N (e} P Q R
1 ACCOUNT Resident H AAC  PHONE DIR ENT SL DEVICE# FL ER NOTES VENDOR DEVICE2Z NOTES2 DEVICE3 NOTES3
2 |Lakeside Apartments ArmstrongE N 654-3214 2 2 12 1 N 1000
3 Lakeside Apartments Bennet K N 876-8765 3 2 6 1 N 1003
4 Lakeside Apartments Carter S N 123-0000 14 4 8 2 N 1615
5 Lakeside Apartments Denny L N 098-4567 19 6 16 1 N
6 Lakeside Apartments Elron K N 234-4321 21 2 13 1 N
7 |Lakeside Apartments FlagerY N 654-4321 9 2 18 1 N 1026
& Lakeside Apartments Frankin G N 123-1234 8 6 8 1 N 1019 1028
9 Lakeside Apartments Glovers N 543-1234 10 3 6 1 N 1502 1506
10 |Lakeside Apartments Granger P N 432-1234 22 1 9 1 N
11 |Lakeside Apartments Hendrickson N 765-7654 11 4 10 2 N 1828
12 Lakeside Apartments Jackson J N 551-1111 15 4 15 2 N 1914
13 Lakeside Apartments Jefferson C N 612-3456 16 2 14 1 N
14 Lakeside Apartments Klinger M N 543-1234 23 2 7 1 N
15 |Lakeside Apartments Lancer Q N 987-9876 7 2 18 1 N 1017
16 Lakeside Apartments Lane N N 809-0987 20 4 16 2 N
17 Lakeside Apartments Mason V N 654-1234 24 3 5 1 N
18 |Lakeside Apartments Patterson F N 765-1234 25 4 F 2 N
19 |Lakeside Apartments RichardsonS N 987-6543 18 4 17 2 N
20 Lakeside Apartments Sampler T N 876-5432 26 3 8 1 N
21 Lakeside Apartments Sullivan G N 555-0000 6 4 11 2 N 1002
22 |Lakeside Apartments Tanger N 987-1234 27 4 1 N
23 Lakeside Apartments Urban G N 678-5432 28 2 1 N
24 |Lakeside Apartments Ventura B N 665-1234 13 6 1 N 1608 1611
25 |Lakeside Apartments Victort H N 789-1234 29 2 1 N
26|LakesideApar‘tments WashingtonM N 883-8838 12 2 1 N 1823
27 Lakeside Apartments Wheeler T N 454-1111 5 3 i N 1010
28 Lakeside Apartments Zachery W N 765-4321 17 3 1 N
29 |Lakeside Apartments ZentilM N 553-1234 4 1 1 N 1005 1009
30 Lakeside Apartments Cable TV N 32 5 1 i
31 Lakeside Apartments Pool Service N 30 5 1 L
32 |Lakeside Apartments Trash N 31 5 1 Y
3

3

The ACCOUNT column in the Excel spread sheet put all of the residents in the Lakeside Apartments account in
the DoorKing database. Different account names in this column would have directed the data on that line to
the account in the Remote Account Manager program with the same name. The ‘N’ in the VENDOR column of
the Excel spreadsheet made all of the entries residents. A ‘Y’ would make the data on that line a vendor.

HINT: To easily set up the proper columns in the spreadsheet program, create an account in the Remote
Account Manager program and EXPORT it to Excel (5.6.1). You do not need to enter any resident data — just
export the “empty” account. When you open it in the spreadsheet program, the columns will be setup, and
you need only to enter the resident data. You can also create columns of your own choice (address, for
example). When importing the file to the DoorKing program, these columns are simply ignored.

The import process checks for errors in the data just as if you were entering them in manually from the
resident screen. If you encounter errors, a message is displayed informing you that error details can be found
in the summary or events.log file by pulling down the file menu in the upper left-hand corner. It is important
that you understand the data restrictions for residents. For example, the maximum number of characters in a
resident name is 15 (spaces count as a character), the directory code length, etc.
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Important .CSV information

In the Excel file example on the previous page, you can see that all the columns of DoorKing data were present
and were being maintained in Excel. If other columns of data were in the Excel spread sheet that did not
pertain to the DoorKing database, they would have been ignored. If you’re maintaining all columns of data
from Excel or some other program and always importing all the data and all the columns, that makes this
import process fairly simply. You can choose ‘Initiate’ every time you import, and all the data in the DoorKing
account will be replaced with the data from your import file.

However, you may not want to import all the columns of DoorKing data. Perhaps you have some other
application program where only the data you want to import to the DoorKing database is the name and phone
number. In that case, the initial time you import, only the NAME and PHONE columns would be imported and
the DoorKing import program would generate the directory codes for you. The next time you import, choose
the Update option and new names in the import file will be added to the DoorKing database. You’ll get a
message pointing out the names that are still in the DoorKing database, but no longer in the import file. It
would be up to you at that point to remove them from the DoorKing database. You could at that point enter
device numbers, etc, into the resident screen. But be careful here. If at some later time you want to import
device numbers, the device numbers that you’ve been maintaining in the DoorKing database will be
replaced with the imported data. Messages will warn you that you’ve not imported this column of data
before and this new data will replace this column of data in the DoorKing database. Just be aware of where
you are maintaining what types of data. If you’ve maintaining device numbers from the DoorKing database,
just always maintain them from there. If you’ve using Excel to maintain all columns of data for DoorKing and
whatever other application you’re using, just keep maintaining it in that fashion.

5.6.3 Main Frame Import

This import process allows the user to import the resident data from a single comma delimited text file rather
than keying in individual residents in the DoorKing Account Manager program. The import file may contain
more than one account. This import file format is non-standard and is intended only for those who have in-
house programmers who can write a program to extract data from a large database and put the data into
this non-standard format. Most users will want to use the CSV — Excel Import that is intended for PC users.

Before the import process can begin, you must set up the account(s) in the DoorKing Remote Account
Manager program in the normal fashion. The account name(s) must match the account name(s) in the import
file and is case sensitive. Details of the import file are described later in this section.

The fields on the System Information screen (see 3.1) that need to be set correctly for the import process are:
System Memory, Num of Digits In Dir Code, Model Number and Transactions. Be careful — the fields
described above depend on the specific phone model and features you bought. You won’t be able to send or
receive data between your PC and your phone system if these fields are not set up correctly.
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1. Setupan ACCOUNT in the Remote Account
Manager program that you want to import
data to. Be sure the required fields are set
correctly as described in the above paragraph.

2. From the FILE pull down menu, select IMPORT
and then choose IMPORT NOW or SCHEDULED
IMPORT. The selected import window will
appear (Fig 71).

3. Typein a path name or use the BROWSE
button to locate the file you want to import
(this is the file you have created in a single
comma delimited text file format).

3a. If you selected SCHEDULED IMPORT in step 2,
click the days of the week and enter the time
that you want the import to be performed (Fig
72). Check the REPEAT square if the schedule
is to repeat on a weekly basis. You must also
check the Enable Schedule box to initiate the
schedule that you created.

4. Check the Main Frame Format box (CSV
Format is intended for PC users and is
described in 5.6.2). The Update, Initialize and
Account Selection options are for CSV format
only and will be grayed out.

5. Click OK and the import will perform
immediately or later if scheduled.

1835-066-AA-3-26

-

=

Impaort Now
File Name: Browse...
File Format:

" CSV Format

Import Type:
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Account Selection:
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’TI Cancel |
i b |
Import Schedule Iﬁ
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I Enable the schedule
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{s il
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Cancel |
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Below is the WestCon.txt file from the above example opened with Notepad. Note that the non-printable
carriage return and line feed characters are present at the end of each line. You must put these characters in
your import file. During the import process, the import program will check for errors just as if you were
entering the data manually at the screen. If the import process encounters errors, a message is displayed
informing you that error details can be found in the summary or events.log file by pulling down the file menu

in the upper left-hand corner. It is important that you understand the restrictions of the data on the resident
screen.

West_Condo - Note

File Edit Format View Help

ACCOUNT=West Condos

R, Fred, Y, 1562, 5558888, 001, 2468, 29, 48000, 15. 7, Fred's Notes
D, 48001, Fred Device

R, Sue, N, 1818, 5551111, 002, 9876, 01, 48002, 16, 8, Sue's Notes
v, vick, 003, 2424, 02, 48003, 17, 7, vick's Notes

There are a few keywords, and they must be capitalized:

ACCOUNT= account name (up to 20 printable ASCII characters except comma)
R signifies a Resident Record

\Y signifies a Vendor Record

D signifies additional devices for the previous resident or vendor

Y when in 3" field of an R type record means ‘Hide’

N when in 3™ field of an R type record means ‘Do Not Hide’

The columns of data in the DoorKing resident screen are delimited by a comma. The only required fields for a
resident or vendor record besides ‘R’ or ‘V’ is the directory code. So R,,,,,001,,,,,, and V,,6b003,,,,,,
are legal records in an import file. The only required field for an additional device record besides ‘D’ is the
device number itself. So D, 65000, is a legal additional device record. Data left out will use the same defaults
as if you were manually entering in data on the resident screen. Notice that a resident record always has 11
commas, a vendor record always has 8 commas and a device record always has 2 commas separating the data.
Notice that the T column was not imported. Data in this column is determined by the Device Enable screen
found on the System Info screen.
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Below shows how the data looks after it’s been imported to the DoorKing Account Manager Software

program.

n @ oD o = M

Account  Add  Add Dev Delete  Z:5ign AntiPass  Sort Search

Stats  Seclevel Elew.Ref

{11 DK Mfg Main Office

{2 DK Shipping
{1 DK Warehouse Bldg
{21 Example
A1 Lakeside Apartments
-3 Main Frame
21 Oskwood Meadows
(3 Pacific Office Bldg
{1 PSC Storage
-0 Receive Lakeside Apt
23 West Condo's
System Information
- £5 Resident
: 24 Transactions

For Help, press F1

hﬁhmm@ﬁﬁmﬁﬁl—i
[ 1 [T T 11 [T

[ M| 4
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5.6.4

Export to DKS Cloud

This feature is only available in Software version 6.5 or higher. This will create an Export file of the entire
database structure that will be used to transfer the database from the PC based software to the DKS Cloud.
Unlike the standard Export files, which just work within the Resident screens, this “Export to Cloud” database
includes all information and settings.

1.

Page 78
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CHAPTER 6 — APPENDIX

The resident data base files created for a “40 series enhanced” type account can be shared with accounts
using a “30 series” circuit board. This allows you to share the resident data files from existing telephone entry
systems using 40 series enhanced boards with newer systems installed on the same property using 30 series
circuit boards.

You cannot share resident database files from accounts programmed into older type circuit boards (50 series,
standard 40 series) with accounts based on 30 series circuit boards. These database files are not compatible
with each other.

6.1 Backup and Restore

The backup and restore features allow you to keep a copy of all the account and resident file information so
that this information can be easily restored or transferred to a different computer. We recommend doing a
backup after you have created your account and entered your resident information. You should also do a
backup each time that you make changes to your account(s).

6.1.1 Backup
1. Click the FILE menu and choose BACKUP.
2. Select the destination folder that the account and resident file information will be copied to.
3. Click OK.

6.1.2 Restore
1. Click the FILE menu and choose RESTORE.
2. Select the folder from where the backup was copied.
3. Click OK.
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6.2 Trouble Shooting

If you experience data transfer problems with the DoorKing Remote Account Manager for Windows, a
problem may exist with the connection to the entry system, at the telephone entry system, or with other
outside items, such as the POTS (Plain Old Telephone Service) line. Before calling your DoorKing dealer or
DoorKing directly for assistance, check the following items and be sure to complete the information sheet so
that we can properly assist you.

6.2.1 Connection

1. Besure your Internet, RS232, Network or other connections are working properly. If you use a modem, be
sure that that modem is working correctly. Check modem communications with an online service provider
such as Google.

If you use a modem and it is external, be sure it is turned on.

Make sure the correct COM port is selected. When running Microsoft Windows, chances are you have a
mouse connected to COM1. Your modem should be connected to COM2. The COM port that your modem is
connected to, and the IRQ setting, can be determined from the Windows software.

4. If you are running Windows, use the Windows Add New Hardware command to locate your modem.

If the software is reporting many re-tries when sending blocks of information (mismatch received, resending
data block), you might have experienced noise on the phone line. Try resending the data. The phone
company routes calls differently each time you call.

6. Refer to the manual that came with your modem for additional modem trouble shooting guidelines.

6.2.2 Access System

1. Besure that the entry system (1833, 1834, 1835, 1837, or 1838) is working correctly. If connected to a POTS
line, call the phone number that the entry system is installed on. After two rings, there should be silence
indicating that the entry system has answered and is waiting for information to be received.

2. If the entry system does not answer, check to be sure that the ring pin is installed on the entry system
control board. Check to be sure that the phone number is correct.

3. Refer to the installation and maintenance manual that came with the entry system for additional entry
system trouble shooting information.

6.2.3 Phone Line

1. If using a modem, or the DK IM Server Modem for data transfers, have the installer check the phone line for
any hum or noise. Any hum or noise can disrupt modem communications. Disconnect the phone line from
the entry system and connect a telephone test set to the phone line. If the line is noisy or there is any hum
on the line, this will have to be corrected before the entry system will be able to communicate with your
computer.

2. Modems are considered to be obsolete technology. Many telephone service providers are updating their
switches and equipment for digital service, which often will make modem communications unreliable or
impossible. If this is the case, the only option available to you is to switch the connection at the entry
system from a phone line to cellular or internet service.

6.2.4 Date/Time

1. The date and time are set in the entry system from your computer each time contact is made with the entry
system via modem. If your computers’ date and time are set incorrectly, then all transaction events stored
in the system history buffer will reflect this incorrect data.
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6.2.5 Computer / System Information

If you need to contact your installing dealer or DoorKing for assistance with the DoorKing Remote Account
Manager software, you must have all of the following information available so that we can assist you.

Your Computer (Make / Model)

Your Modem (Make / Model)

Entry System (1833, 1834, 1835, 1837, 1838)

7-Digit Circuit Board Number (ex: 1833-010)

Master Code

Directory Code Digits (1-2-3-4)

System Phone No. & Area Code

Communication

Dial (number) before dialing resident phone

Relay 0 Tone Numbers

(Momentary / Hold / Release / Hold 1 Hr.)

Relay 0 Options

(Postal Activate / Rotary 9 Activate)

Relay 1 Tone Numbers

(Momentary / Hold / Release / Hold 1 Hr.)

Relay 1 Options

(Postal Activate / Rotary 9 Activate)

Relay 2 Tone Numbers

(Momentary / Hold / Release / Hold 1 Hr.)

Relay 2 Options

(Postal Activate / Rotary 9 Activate)

Transactions Enabled (Yes / No)

Interface with 1816 System (Yes / No)

Dial Type (Tone / Rotary)

Tracker Expansion Boards Used (Yes / No)

Elevator Control Boards Used (Yes / No)

1835-066-AA-3-26

Comm Port

Serial No. / Rev

Memory Size

Model Number

Talk Time

Multiple Systems (Yes / No)

Anti-Pass Back Enabled (Yes/No) __

Entry Code Range

Entry Code Range

Entry Code Range

How Many?

How Many?
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6.2.6 Error Messages

These are some of the most common error messages that you may receive when attempting to send (or
receive) data and the remedy to fix the errors. There are other error messages that you can receive when
entering data in the different screens, many of which are self-explanatory. For example, DUPLICATE CARDS or
DUPLICATE DIR CODES error messages alert you to the fact that you have duplicate entries in these respective
fields. You can correct these errors as you enter the data.

CARD MISMATCH - You are attempting to send card data information to an 1834 entry system. The 1834
system has no capability to store card data.

CHECK SUM MISMATCH - Check sum mismatch is typically caused by static or hum on the phone line. The
software will retry several times to communicate with the entry system but will eventually terminate modem
communications if clear data cannot be sent and received. If this happens, you might try to re-establish
communication with the entry system since the phone company routes calls differently each time a call is
made. If the problem persists, the phone line at the entry system will need to be checked.

MASTER CODE MISMATCH - The master code that you entered in the system information screen does not
match the master code that is programmed into the entry system. Either re-enter the master code in the
system information screen to the correct one or reprogram the master code at the entry system to match the
master code entered in the system information screen.

MEMORY MISMATCH - The memory size selected in the system information screen does not match the
memory size of the chips installed in the entry system. Reset the memory size in the system information
screen to match the memory chips installed in the entry system.

MISMATCH MASTER CODE — The Remote Account Manager Software is not the latest version. Download and
install version 6.5.

MODEM INITIALIZATION FAILED - This indicates a problem with your modem or the modem setup. Check to
be sure that the COM port selected for the modem is correct. If you use an external modem, be sure that it is
turned on. Click the CONFIG PORTS button on the accounts screen, then click the AUTO CONFIG button. This
should correct any modem setup errors but will not correct any problems with the modem itself.

NO CONNECT - Multiple systems selected in the system information screen does not match the multiple
system programming in the entry system. If the multiple system button is turned on, turn it off. If it is turned
off, turn it on. This error message can also be caused by a bad phone line, modem, or other external factors
that may affect the data transfer.

THE BOARD IN THE FIELD IS NOT COMPATIBLE WITH THE PC SOFTWARE - The Remote Account Manager
Software is not the latest version. Download and install version 6.5.

VERSION ERROR - The entry system that you are attempting to upload data to is an earlier version that does
not support transactions or time zone functions. Turn the transaction and time zone functions off in the
system information screen, otherwise the entry system must be upgraded with a current revision board.
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6.3 Glossary

ACCOUNT - When using the DoorKing Remote Account Manager Software for Windows, an account is any
single-entry system (1833, 1834, 1835, 1837, 1838) installed in the field. Each installed system should be given
its own unique name to differentiate it from other systems.

ACCOUNT SCREEN - The screen where accounts are created and maintained. The account screen is the
primary screen from which most of the functions of the program are carried out. This includes sending and
receiving data, receiving transactions, and establishing time zones.

ANTI-PASS BACK — A feature that address the problem of a system user allowing someone else to use their
assigned card to gain entry to a facility. An anti-pass back violation will occur when this happens.

ALTERNATE AREA CODE - The alternate area code is entered on the system information screen as a three digit
(area code) or four-digit (1+ the area code) number. The alternate area code is used when the entry system is
required to use a 10 or 11 digit number to call certain residents. This may be required with the local phone
companies "over laying" area codes in certain parts of the country.

BUFFER - Buffer refers to the RAM storage in the entry system where all access attempts are recorded and
stored. The buffer can be received to the PC for storage on the computer’s hard disk and for creating and
printing transaction reports. Buffer is also referred to as history buffer, event buffer, transaction buffer.

DEVICES - Refers to access control devices that allow the holder access provided that the device number is
programmed into and activated by the software. Device numbers are five digits in length. Devices are typically
access cards or RF transmitters, however, most 26-bit Wiegand devices can be supported to control access.

DIAL TYPE - Normally, tone dial type will be selected on the system information screen. This causes the entry
system to call out by using DTMF tones. Some older applications may still use rotary style phone lines. Set the
system to rotary if this is the case.

DIRECTORY CODE - A code number that a particular residents’ data (phone number, name, entry code
number, card number) is stored under. It is also the number that a guest will enter on the entry system keypad
to cause the system to dial that particular residents’ phone number.

DIRECTORY NAME - Automatically created by the software. This is the account sub-directory under which all
the pertinent account information is stored. Normally, you do not need to make any changes to the account
directory selection when a new account is established. However, if two or more entry systems are going to
share the same resident file information, you can choose the same directory name which would eliminate the
need to create separate resident files for each entry system.

DIVIDE NUMBER - A four-digit number that is entered in the system information screen. The divide number
allows entry codes to activate either relay, 1 or 2. Entry code equal to or less than the divide number will
activate relay 1. Entry codes greater than the divide number will activate relay 2.

DOS - Disk Operating System

DTMF - Dual Tone Multi Frequency. Basically, DTMF is phone company lingo for the tones that are heard when
you press the buttons on your telephone.

EEPROM - Electrically Erasable Programmable Read Only Memory. This type of memory does not lose the
information stored in it when power is removed. This is the type of memory used in the 1833, 1834, 1835,
1837, and 1838 systems.

ELEVATOR CONTROL - Limits system users as to which elevators can be used, and to which floors they may
have access to. Also limits the elevators that can be used by a visitor and limits them to access only the floor
(via the elevator) that the person who granted them access resides on.

ENTRY CODES - A four-digit number that when entered on the entry system keypad (preceded by the # sign)
causes one of the relays in the entry system to activate for its programmed strike time.

ENTRY CODE RANGES - A range of four-digit numbers with upper and lower boundaries. Ranges are applied to

relay O, relay 1 and relay 2. When a four-digit entry code is entered on the system keypad, the range that the
entry code falls into will cause the respective relay(s) to activate.
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MASTER CODE - The master code is a four-digit number that provides programming security. You must know
the system master code to perform any programming. The master code can only be set at the entry system. If
you attempt to send information to the entry system with an incorrect master code, a MASTER CODE MIS-
MATCH ERROR message will appear on your computer screen and the modem will be disconnected.

MULTIPLE SYSTEMS - Multiple systems is a term used when two or more entry systems are sharing the same
phone line. If a single system is on a single phone line, multiple systems is set to NO. If two or more systems
are connected to the same phone line, multiple systems is set to YES. Multiple systems programming can only
be set at the entry system. You must match the multiple systems programming on the system information
screen. If this programming parameter is not set correctly, a NO CONNECT ERROR message will be received on
your computer screen.

PIN CODES - Personal Identification Number that is assigned to a system user. A five-digit code entered on a
digital keypad that outputs the code to the access system in Wiegand format. PIN codes are treated by the
system in the same way as card and transmitter codes are processed and treated.

POTS — An acronym for Plain Old Telephone Service, basically the telephone line at the entry system.
PSTN — An acronym for Public Switched Telephone Network, the telephone company.
RAM - Random Access Memory. Memory that will lose information stored in it if power is removed.

RE-SYNC — Used with anti-pass back. A method to allow a card one ‘move’ into or out of a facility without
causing an anti-pass back violation.

RELAY TIME - Relay time (also called strike time) is the amount of time that the relay will activate after a
momentary open command is received by the system. Typical relay strike times are 1 second to activate a gate
operator and five or more seconds to release an electric door strike or magnetic lock.

RESIDENT SCREEN - The resident screen is accessed from the accounts screen. This is where all the resident
information is entered into the program. This information includes the resident name, directory code, phone
number, entry code number, and any card or transmitter number if these devices are used.

SECURITY LEVEL - Restricts access at the different entry locations to certain times and days depending on the
security level assigned to the individual user.

SYSTEM INFORMATION and SYSTEM MESSAGE - The user programmable message that scrolls from right to
left on the 1834 and 1835 system, or which is displayed on the 1837 system screen. There are two parts to the
user programmable message. The system message precedes the system information message in the 1834 and
1835 system. In the 1837 system, the system message is displayed on the top 4 lines of the screen while the
system information message is displayed on the bottom 4 lines of the screen. The system message can be up
to 48 alphanumeric characters long (spaces count as a character) and the information message can be up to
52 characters long. Clicking the reset button resets the messages to the factory default.

SYSTEM PHONE - This refers to the phone number of the central office (C.0.) phone line attached to the entry
system. This phone number is entered in the system information screen and is typically a local number.
However, management companies with complexes out of the local area can enter an 11-digit long distance
number in this programming area.

SYSTEM SCREEN - The system screen is accessed from the accounts screen. This is where all the system
operating parameters are entered into the program. The following parameters cannot be set from the system
screen; they must match the entry system parameters. 1) master code, 2) system memory, 3) model number
4) multiple systems.

TALK TIME - The talk time is the maximum amount of time that the entry system will allow communication to
a resident to take place. The talk time clock starts timing after the system has dialed the resident phone
number, not when the resident picks up their phone. Talk time is typically set between 30 seconds and 1
minute since the time required to identify the guest and press the tone open number is usually short.
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TONE NUMBERS - The tone numbers are the numbers that the resident will press on their touch tone
telephone to grant or deny a visitor access when a call has been placed to them from the entry system.
Typically, the number 9 is used to grant access and the number 4 is used to deny access, although these
numbers can be programmed to any number desired. In addition to these two-tone numbers, managers can
also program a "hold" tone number and a "hold 1 hour" tone number. These numbers would be for
management use only and would allow a manager to call the entry system and command it to open the door
or gate and hold it open until the manager calls back to release the door or gate. As an alternative, the hold 1
hour command would automatically release the door or gate after one hour. See the system installation and
maintenance manual for more information on tone numbers.

TRACKER™ - An optional feature that expands the 1833, 1835, 1837 and 1838 systems to control up to 16
doors/gates. Tracker™ expansion boards are required.

TRANSACTIONS - Transactions are stored in the entry system buffer, then received to the PC. These events are
date and time stamped. The event log is stored in RAM memory in the entry system until it is downloaded to
the PC. There are two types of transactions stored in the history buffer - regular and gate. Regular transactions
are events generated by persons using the entry system. Gate transactions are gate operator events reporting
to the system from the Gate Trackeré reporting device.

VENDOR - A vendor is a listing on the resident information screen that is assigned an entry code, device code
only, and security level only. Vendor codes are typically assigned to maintenance personnel, utility companies,
service companies, etc.

“30” SERIES — Refers to all 1830 circuit boards.

"40" SERIES - Refers to 1840, 1841, 1842 and 1844 circuit boards.

"40" SERIES ENHANCED - Enhanced boards are identified by Revision level D or higher on the 1840, 1841 and
1842 circuit boards. All 1844 circuit boards are “enhanced.”

"50" SERIES - Refers to 1852, 1853, 1854, 1855, 1856, 1857 circuit boards.
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Security Level Planning Guide
The sample below was used to create security level 02 as described in Section 3.5.2. Use the guides on the
following pages to simplify planning and organizing your different security levels before starting to program
the different levels in the software.

1. Name ALL relays that the system will control. Remember that the software program will only allow you to
enter 12 characters in the relay name field, so you may have to abbreviate in some cases.

2.  Complete a chart for EACH security level that needs to be created. Copy the blank charts if necessary. You
can create up to 29 security levels starting with level 02. Security levels 00 (always deny access) and 01
(always grant access) are not programmable.

Relay 0: Visttor vehicular qate
(1833, 1835, 1837 Only)
Relay 1: Tracker Command Relay 2: Tracker Command
Relay 11: South Entry Relay 3: Restdent vehleular Gate
Relay 12: North Entry Relay 4: Resldent Pedestrian qate
= = ,
3 Relay 13: \West Entry 8 Relay 5: Office
@ ()
P . Elevator 1 Ca s . L
g Relay 14: evator 1 Carol g Relay6: Poo
5 Relay 15: Elevator 2 card g Relay 7: LIZM!/LD{V% Room
=] - =] N
Q Q.
Relay 16: Elevator 2 Card Relay 8: Exerclse Room
Relay 17: Elevator 4 Card Relay 9: Service ENtrance
Relay 18: Relay 10:
SECURITY LEVEL 2 DAYS RELAYS
Time StartTime-StopTime |S M T W T F S|0 1 2 3 4 5 6 8 9 10 11 12 13 14 15 16 17 18
1 12:00 AM - 11:59 M (IX] (X)) %] D I [x] [xD) C C O (x B O O O  O O x) O  L  O
2 gooAM-1o00PM (X XX XX XIODODODODUODOXXMDODODODDODDODOOD DO
3 gooam-zoorm (XXX MMXNOODOUODODUODX DOUODDUODO OO0 0000
4 UL Oo4gUn
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Label each relay in the system. If relay 1 or relay 2 is used to control Tracker expansion boards, we suggest
that you label these relays “Tracker Command.” This can be abbreviated in the software as Tracker Cmd.

If both relay 1 and relay 2 are used as Tracker Command relays, then relay 0 becomes the controlling relay for
visitor entry, otherwise relay 0 is typically not used.

Relay 0:

(1833, 1835, 1837 Only)

Relay 1: Relay 2:
Relay 11: Relay 3:
Relay 12: Relay 4:

= =

g Relay 13: g Relay 5:

g g

§ Relay 14: § Relay 6:

§ Relay 15: § Relay 7:

o o
Relay 16: Relay 8:
Relay 17: Relay 9:
Relay 18: Relay 10:

DAYS

RELAYS

S M T W T F S

01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

OO

U000 oO0D oo

oo

I 1 O O O (O

oo

I 1 O O O O (O

SECURITY LEVEL
;ior?]z Start Time - Stop Time
1
2
3
4

OO

DO o0DaoD oo

DAYS

RELAYS

S M T W T F S

0o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

OO

DO oODIoOD Do

I m .

OO0 o0 Oy o

OO0

I 1 1 A O O

SECURITY LEVEL
2)”;'12 Start Time - Stop Time
1
2
3
4

OO

DoOUDDoOOoDoODOoO0D oo
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SECURITY LEVEL

DAYS

RELAYS

Time

Zone Start Time - Stop Time

S M T W T F S

01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
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2
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SECURITY LEVEL
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SECURITY LEVEL
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